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CS8601 – MOBILE COMPUTING : UNIT -1
Introduction to Mobile Computing – Applications of Mobile Computing– Generation of Mobile
Communication Technologies – Multiplexing – Spread Spectrum- MAC Protocols – SDMA –
FDMA – TDMA - CDMA
1.1 MOBILE COMPUTING
- Ability to compute remotely while on the move
- Access information from anywhere and at anytime
Computing - capability to automatically carry out certain processing related to service invocations
on a remote computer
Mobility – provides capability to change the location while communicating to invoke computing
services at some remote computers
1.2 MOBILE COMPUTING VS WIRELESS NETWORKING
Mobile Computing

Wireless networking

Denotes accessing information and
remote computational services while
on the move

Provides the basic communication
infrastructure necessary to make
mobile computing possible

Based on wireless networking

Important ingredient of mobile
computing

A communication device can exhibit any one of the following characteristics:
1. F i x e d and wired: This configuration describes the typical desktop computer in an
office. Neither weight nor power consumption of the devices allow for mobile usage. The
devices use fixed networks for performance reasons.
2. M o b i l e and wired: Many of today’s laptops fall into this category; users carry the laptop
from one hotel to the next, reconnecting to the company’s network via the telephone
network and a modem.
3. F i x e d and wireless: This mode is used for installing networks, e.g., in historical
buildings to avoid damage by installing wires, or at trade shows to ensure fast network
setup.
4. M o b i l e and wireless: This is the most interesting case. No cable restricts the user,
who can roam between different wireless networks. Most technologies discussed in this
book deal with this type of device and the networks supporting them. Today’s most
successful example for this category is GSM with more than 800 million users.
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1.3 CHARACTERISTICS OF MOBILE COMPUTING:
•

Ubiquity

•

Location awareness:

•

Adaptation

•

Broadcast

•

Personalization

Ubiquity:
The dictionary meaning of ubiquity is present everywhere. In the context of mobile computing,
ubiquity means the ability of a user to perform computations from anywhere and at anytime. E.g A
business executive can receive business notifications and issue business transactions as long as he
is in the wireless coverage area.
Location Awareness:
A hand held device equipped with global positioning system can transparently provide info about
the current location of the user to a tracking station. Many applications, ranging from the strategic
to personalized services require or get value additions by location based services.
Adaptation:
Adaptation in the context of mobile computing implies the ability of a system to adjust to
bandwidth fluctuation without unconvincing the user. In a mobile computing environment,
adaptation is crucial because of intermittent disconnections and bandwidth fluctuations that can
arise due to a number of factors such as handoff, obstacles, environmental noise etc.
Broadcast:
Due to the broadcast nature of the underlying communication network of a mobile computing
environment, efficient delivery of data can be made simultaneously to hundreds of mobile
users.(Eg)All users at a specific location such as those near a railway station may be sent
advertising information by a taxi service operator.
Personalization:
Services in a mobile environment can be easily personalized according to a user's profile. This is
required to let the users easily avail information with their hand-held devices.(Eg)A mobile user
may need only a certain type of information from specific sources. This can be easily done through
personalization.
1.4 APPLICATION OF MOBILE COMPUTING
1.Vehicles:
Music, news, road conditions, weather reports, and other broadcast info are received via digital
audio broadcasting (DAB) with 1.5 Mbit/s. For personal communication, a universal mobile
telecommunications system (UMTS) phone might be available offering voice and data connectivity
with 384kbits/s. The current position of the car is determined via the global positioning system
(GPS). Cars driving in the same area build a local ad-hoc network for the fast exchange of
information in emergency situations or to help each other keep a safe distance. In case of an
accident, not only will the airbag be triggered, but the police and ambulance service will be
informed via an emergency call to a service provider. Buses, trucks, and trains are already
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transmitting maintenance and logistic information to their home base, which helps to improve
organization (fleet management), and saves time and money.
2. Emergencies:
An ambulance with a high-quality wireless connection to a hospital can carry vital information
about injured persons to the hospital from the scene of the accident. All the necessary steps for this
particular type of accident can be prepared and specialists can be consulted for an early diagnosis.
Wireless networks are the only means of communication in the case of natural disasters such as
cyclones or earthquakes. In the worst cases, only decentralized, wireless ad-hoc networks survive.
3. Business:
Managers can use mobile computers say, critical presentations to major customers. They can access
the latest market share information. At a small recess, they can revise the presentation to take
advantage of this information. They can communicate with the office about possible new offers and
call meetings for discussing responds to the new proposals. Therefore, mobile computers can
leverage competitive advantages. A travelling salesman today needs instant access to the
company’s database: to ensure that files on his or her laptop reflect the current situation, to enable
the company to keep track of all activities of their travelling employees, to keep databases
consistent etc. With wireless access, the laptop can be turned into a true mobile office, but efficient
and powerful synchronization mechanisms are needed to ensure data consistency.
4. Credit Card Verification:
At Point of Sale (POS) terminals in shops and Supermarkets, when customers use credit cards
for transactions, the intercommunication required between the bank central computer and the POS
terminal, in order to effect verification of the card usage, can take place quickly and securely over
cellular channels using a mobile computer unit. This can speed up the transaction process and
relieve congestion at the POS terminals.
5. Replacement of Wired Networks:
Wireless networks can also be used to replace wired networks, e.g., remote sensors, for tradeshows,
or in historic buildings. Due to economic reasons, it is often impossible to wire remote sensors for
weather forecasts, earthquake detection, or to provide environmental information. Wireless
connections, e.g., via satellite, can help in this situation. Other examples for wireless networks are
computers, sensors, or information displays in historical buildings, where excess cabling may
destroy valuable walls or floors.
6. Infotainment:
Wireless networks can provide up-to-date information at any appropriate location. The travel guide
might tell you something about the history of a building (knowing via GPS, contact to a local base
station, or triangulation where you are) downloading information about a concert in the building at
the same evening via a local wireless network. Another growing field of wireless network
applications lies in entertainment and games to enable, e.g., ad-hoc gaming networks as soon as
people meet to play together.
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1.5 STRUCTURE OF MOBILE COMPUTING APPLICATION

STRUCTURE OF MOBILE COMPUTING APPLICATION:
A mobile computing application is usually structured in terms of the functionalities implemented.
The simple three tier structure of a mobile computing application is depicted. As shown, the three
tiers are called as presentation tier, application tier and data tier.
PRESENTATION TIER:
The topmost level of a mobile computing application concerns the user interface. A good user
interface facilitates the users to issue requests and to present the results to them meaningfully.
Obviously, the programs at this layer run on the client’s computer. This layer usually includes web
browsers and customized client programs for dissemination of information and for collection of
data from the user.
APPLICATION TIER:
This layer has the vital responsibility of making logical decisions and performing calculations. It
also moves and processes data between the presentation and data layers. can consider the middle
tier to be like an “engine” of an automobile. It performs the processing of user input, obtaining
information and then making decisions. This layer is implemented using technologies like
JAVA,.NET services, cold fusion etc. The implementation of this layer and the functionality
provided by this layer should be database independent. This layer of functionalities is usually
implemented on a fixed server.
DATA TIER:
The data tier is responsible for providing the basic facilities of data storage, access and
manipulation. Often this layer contains a database. The information is stored and retrieved from
this database. But, when only small amounts of data need to be stored, a file system can be used.
This layer is also implemented on a fixed server.
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1.6 Multiplexing
•

A fundamental mechanism in communication systems which supports several users to
share a common medium, with no interference. Multiplexing carrying multiple signals on
a single medium with more efficient use of transmission medium

Types of Multiplexing Techniques
Multiplexing techniques are mainly used in communication, and these are classified into three
types.
• Space Division Multiplexing (SDM)
• Frequency Division Multiplexing (FDM)
• Time Division Multiplexing (TDM)
• Code Division Multiplexing (CDM)
•

Space Division Multiplexing (SDM)
In Space division multiplexing technique, a communication channel(physical resource)is split into
multiple different physical locations and allocate each stream of data onto each of the geographical
location.
•

•
•
•

•

SDM is shown in the diagram, Si space and
represented as circles, channel K1 to K3 can be
mapped onto the three spaces S1 to S3 which
clearly separate the channels and prevent the
interference ranges from overlapping.
The space between the interference ranges is
known as guard space.
SDM implies a separate sender for each
communication channel.
SDM is used at FM radio stations where the
transmission range is limited to a certain region
and the same frequency can be used by many
stations at different space without interference

Frequency Division Multiplexing (FDM)
In FDM a single transmission medium is subdivided into several non-overlapping frequency
channels, and each frequency channel is given to different devices.
•

Each channel Ki is now allocated to one
frequency band.
• Gurad spaces are needed to avoid frequency
band overlapping or adjacent channel
interference.
• The same station uses different frequencies for
sending signals for different users.
• Professor
A channel
a certain band
of the spectrum
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Advantages:
✓ Simple
✓ No dynamic coordination
necessary
Disadvantages:
✓ Waste of bandwidth if the traffic is distributed unevenly
✓ Inflexible
• Time Division Multiplexing (TDM)
-

-

In Time Division Multiplexing technique, the total time available in the channel is
distributed among different users. Each user is allocated with different time interval known
as a Time slot at which data is to be transmitted by the sender.
A user takes control of the channel for a fixed amount of time.
In Time Division Multiplexing technique, data is not transmitted simultaneously rather the
data is transmitted one-by-one.
•

A channel gets the whole spectrum for a certain
amount of time
Advantages:
✓ Only one carrier in the medium at any time
(constant time period)
✓ Throughput high even for many users (RR)
Disadvantages:
✓ Time quantum normally very small
✓ Precise synchronization necessary
(timing)

• Code Division Multiplexing (TDM)
In this technique, we split a communication channel(physical resource) into different code
(orthogonal code) and allocate each stream of data onto different code. CDM is a new scheme in
commercial communication system.
•

Each channel has a unique code (encoding and
decoding)
• All channels use the same spectrum at the same
time
Advantages:
✓ Bandwidth efficient
✓ No coordination and synchronization
necessary
✓ Good protection against interference and
tapping (different coding schemes)
Disadvantages:
✓ Lower user data rates
✓ More complex signal regeneration
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1.7 Media Access Control (MAC)
The Media Access Control (MAC) data communication protocol sub-layer, also known
as the Medium Access Control, is a sublayer of the Data Link Layer specified in the seven-layer
OSI model (layer 2). The hardware that implements the MAC is referred to as a Medium Access
Controller. The MAC sub-layer acts as an interface between the Logical Link Control (LLC)
sublayer and the network's physical layer. The MAC layer emulates a full-duplex logical
communication channel in a multi-point network. This channel may provide unicast, multicast or
broadcast communication service.

LLC and MAC sublayers

Properties required for MAC protocols
•

It should implement

some rules that help to enforce discipline when multiple nodes

contend for a shared channel
•

It should help maximize the utilization of the channel

•

Channel allocation needs to be fair. No node should be discriminated against at any time
and made to wait for an unduly long time for transmission

•

It should be capable of supporting several types of traffic having different maximum and
average bit rates.

•

It should be robust in the face of equipment failures and changing network connections

Motivation for a specialized MAC
One of the most commonly used MAC schemes for wired networks is carrier sense multiple
access with collision detection (CSMA/CD). In this scheme, a sender senses the medium (a wire
or coaxial cable) to see if it is free. If the medium is busy, the sender waits until it is free. If the
medium is free, the sender starts transmitting data and continues to listen into the medium. If the
sender detects a collision while sending, it stops at once and sends a jamming signal. But this
scheme doest work well with wireless networks. The problems are:
a) Signal strength decreases proportional to the square of the distance
b) The sender would apply CS and CD, but the collisions happen at the receiver
c) It might be a case that a sender cannot “hear” the collision, i.e., CD does not work
d) Furthermore, CS might not work, if for e.g., a terminal is “hidden”
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Hidden and Exposed Terminals
Consider the scenario with three mobile phones as shown below. The transmission range
of A reaches B, but not C (the detection range does not reach C either). The transmission range of
C reaches B, but not A. Finally, the transmission range of B reaches A and C, i.e., A cannot detect
C and vice versa.

Hidden terminals
a) A sends to B, C cannot hear A
b) C wants to send to B, C senses a “free” medium (CS fails) and starts transmitting
c) Collision at B occurs, A cannot detect this collision (CD fails) and continues with its
transmission to B
d) A is “hidden” from C and vice versa
Exposed terminals
a) B sends to A, C wants to send to another terminal (not A or B) outside the range
b) C senses the carrier and detects that the carrier is busy.
c) C postpones its transmission until it detects the medium as being idle again but A is
outside radio range of C, waiting is not necessary
d) C is “exposed” to B
Hidden terminals cause collisions, where as Exposed terminals causes unnecessary delay.
Near and far terminals
Consider the situation shown below. A and B are both sending with the same transmission power.
a) Signal strength decreases proportional to the square of the distance
b) So, B’s signal drowns out A’s signal making C unable to receive A’s transmission
c) If C is an arbiter for sending rights, B drown out A’s signal on the physical layer making C
unable to hear out A.

The near/far effect is a severe problem of wireless networks using CDM. All signals
should arrive at the receiver with more or less the same strength for which Precise power control
is to be implemented.
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1.7.1 SDMA
Space Division Multiple Access (SDMA) is used for allocating a separated space to users in
wireless networks. A typical application involves assigning an optimal base station to a mobile
phone user. The mobile phone may receive several base stations with different quality. A MAC
algorithm could now decide which base station is best, taking into account which frequencies
(FDM), time slots (TDM) or code (CDM) are still available. The basis for the SDMA algorithm
is formed by cells and sectorized antennas which constitute the infrastructure implementing
space division multiplexing (SDM). SDM has the unique advantage of not requiring any
multiplexing equipment. It is usually combined with other multiplexing techniques to better
utilize the individual physical channels.
1.7.2 FDMA
Frequency division multiplexing (FDM) describes schemes to subdivide the frequency
dimension into several non-overlapping frequency bands.

Frequency Division Multiple Access is a method employed to permit several users to transmit
simultaneously on one satellite transponder by assigning a specific frequency within the channel
to each user. Each conversation gets its own, unique, radio channel. The channels are relatively
narrow, usually 30 KHz or less and are defined as either transmit or receive channels. A full
duplex conversation requires a transmit & receive channel pair. FDM is often used for
simultaneous access to the medium by base station and mobile station in cellular networks
establishing a duplex channel. A scheme called frequency division duplexing (FDD) in which
the two directions, mobile station to base station and vice versa are now separated using different
frequencies.
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FDM for multiple access and duplex
The two frequencies are also known as uplink, i.e., from mobile station to base station or
from ground control to satellite, and as downlink, i.e., from base station to mobile station or from
satellite to ground control. The basic frequency allocation scheme for GSM is fixed and regulated
by national authorities. All uplinks use the band between 890.2 and 915 MHz, all downlinks use
935.2 to 960 MHz. According to FDMA, the base station, shown on the right side, allocates a
certain frequency for up- and downlink to establish a duplex channel with a mobile phone. Upand downlink have a fixed relation. If the uplink frequency is fu = 890 MHz + n·0.2 MHz, the
downlink frequency is fd = fu + 45 MHz, i.e., fd = 935 MHz + n·0.2 MHz for a certain channel
n. The base station selects the channel. Each channel (uplink and downlink) has a bandwidth of
200 kHz.
This scheme also has disadvantages. While radio stations broadcast 24 hours a day, mobile
communication typically takes place for only a few minutes at a time. Assigning a separate
frequency for each possible communication scenario would be a tremendous waste of (scarce)
frequency resources. Additionally, the fixed assignment of a frequency to a sender makes the
scheme very inflexible and limits the number of senders.
1.7.3 TDMA
A more flexible multiplexing scheme for typical mobile communications is time division
multiplexing (TDM). Compared to FDMA, time division multiple access (TDMA) offers a much
more flexible scheme, which comprises all technologies that allocate certain time slots for
communication. Now synchronization between sender and receiver has to be achieved in the time
domain. Again this can be done by using a fixed pattern similar to FDMA techniques, i.e.,
allocating a certain time slot for a channel, or by using a dynamic allocation scheme.

Listening to different frequencies at the same time is quite difficult, but listening to many
channels separated in time at the same frequency is simple. Fixed schemes do not need
identification, but are not as flexible considering varying bandwidth requirements.
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Fixed TDM
The simplest algorithm for using TDM is allocating time slots for channels in a fixed
pattern. This results in a fixed bandwidth and is the typical solution for wireless phone systems.
MAC is quite simple, as the only crucial factor is accessing the reserved time slot at the right
moment. If this synchronization is assured, each mobile station knows its turn and no interference
will happen. The fixed pattern can be assigned by the base station, where competition between
different mobile stations that want to access the medium is solved.

The above figure shows how these fixed TDM patterns are used to implement multiple
access and a duplex channel between a base station and mobile station. Assigning different slots
for uplink and downlink using the same frequency is called time division duplex (TDD). As
shown in the figure, the base station uses one out of 12 slots for the downlink, whereas the mobile
station uses one out of 12 different slots for the uplink. Uplink and downlink are separated in time.
Up to 12 different mobile stations can use the same frequency without interference using this
scheme. Each connection is allotted its own up- and downlink pair. This general scheme still
wastes a lot of bandwidth. It is too static, too inflexible for data communication. In this case,
connectionless, demand-oriented TDMA schemes can be used.
Classical Aloha
In this scheme, TDM is applied without controlling medium access. Here each station can
access the medium at any time as shown below:

This is a random access scheme, without a central arbiter controlling access and without
coordination among the stations. If two or more stations access the medium at the same time, a
collision occurs and the transmitted data is destroyed. Resolving this problem is left to higher
layers (e.g., retransmission of data). The simple Aloha works fine for a light load and does not
require any complicated access mechanisms.
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Slotted Aloha
The first refinement of the classical Aloha scheme is provided by the introduction of time
slots (slotted Aloha). In this case, all senders have to be synchronized, transmission can only start
at the beginning of a time slot as shown below.

The introduction of slots raises the throughput from 18 per cent to 36 per cent, i.e., slotting
doubles the throughput. Both basic Aloha principles occur in many systems that implement
distributed access to a medium. Aloha systems work perfectly well under a light load, but they
cannot give any hard transmission guarantees, such as maximum delay before accessing the
medium or minimum throughput.
Carrier sense multiple access
One improvement to the basic Aloha is sensing the carrier before accessing the medium.
Sensing the carrier and accessing the medium only if the carrier is idle decreases the probability
of a collision. But, as already mentioned in the introduction, hidden terminals cannot be detected,
so, if a hidden terminal transmits at the same time as another sender, a collision might occur at the
receiver. This basic scheme is still used in most wireless LANs. The different versions of CSMA
are:
a) 1-persistent CSMA: Stations sense the channel and listens if its busy and transmit
immediately, when the channel becomes idle. It’s called 1-persistent CSMA because the
host transmits with a probability of 1 whenever it finds the channel idle.
b) non-persistent CSMA: stations sense the carrier and start sending immediately if the
medium is idle. If the medium is busy, the station pauses a random amount of time
before sensing the medium again and repeating this pattern.
c) p-persistent CSMA: systems nodes also sense the medium, but only transmit with a
probability of p, with the station deferring to the next slot with the probability 1-p, i.e.,
access is slotted in addition
CSMA with collision avoidance (CSMA/CA) is one of the access schemes used in wireless
LANs following the standard IEEE 802.11. Here sensing the carrier is combined with a back-off
scheme in case of a busy medium to achieve some fairness among competing stations.
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Demand assigned multiple access
Channel efficiency for Aloha is 18% and for slotted Aloha is 36%. It can be increased to
80% by implementing reservation mechanisms and combinations with some (fixed) TDM patterns.
These schemes typically have a reservation period followed by a transmission period. During the
reservation period, stations can reserve future slots in the transmission period. While, depending
on the scheme, collisions may occur during the reservation period, the transmission period can
then be accessed without collision.
One basic scheme is demand assigned multiple access (DAMA) also called reservation
Aloha, a scheme typical for satellite systems. It increases the amount of users in a pool of satellite
channels that are available for use by any station in a network. It is assumed that not all users will
need simultaneous access to the same communication channels. So that a call can be established,
DAMA assigns a pair of available channels based on requests issued from a user. Once the call is
completed, the channels are returned to the pool for an assignment to another call. Since the
resources of the satellite are being used only in proportion to the occupied channels for the time in
which they are being held, it is a perfect environment for voice traffic and data traffic in batch
mode.
It has two modes as shown below.

During a contention phase following the slotted Aloha scheme; all stations can try to
reserve future slots. Collisions during the reservation phase do not destroy data transmission, but
only the short requests for data transmission. If successful, a time slot in the future is reserved, and
no other station is allowed to transmit during this slot. Therefore, the satellite collects all successful
requests (the others are destroyed) and sends back a reservation list indicating access rights for
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future slots. All ground stations have to obey this list. To maintain the fixed TDM pattern of
reservation and transmission, the stations have to be synchronized from time to time. DAMA is an
explicit reservation scheme. Each transmission slot has to be reserved explicitly.
PRMA packet reservation multiple access
It is a kind of implicit reservation scheme where, slots can be reserved implicitly. A certain
number of slots form a frame. The frame is repeated in time i.e., a fixed TDM pattern is applied.
A base station, which could be a satellite, now broadcasts the status of each slot to all mobile
stations. All stations receiving this vector will then know which slot is occupied and which slot is
currently free.

The base station broadcasts the reservation status ‘ACDABA-F’ to all stations, here A to
F. This means that slots one to six and eight are occupied, but slot seven is free in the following
transmission. All stations wishing to transmit can now compete for this free slot in Aloha fashion.
The already occupied slots are not touched. In the example shown, more than one station wants to
access this slot, so a collision occurs. The base station returns the reservation status ‘ACDABAF’, indicating that the reservation of slot seven failed (still indicated as free) and that nothing has
changed for the other slots. Again, stations can compete for this slot. Additionally, station D has
stopped sending in slot three and station F in slot eight. This is noticed by the base station after the
second frame. Before the third frame starts, the base station indicates that slots three and eight are
now idle. Station F has succeeded in reserving slot seven as also indicated by the base station.
As soon as a station has succeeded with a reservation, all future slots are implicitly reserved
for this station. This ensures transmission with a guaranteed data rate. The slotted aloha scheme is
used for idle slots only; data transmission is not destroyed by collision.
Reservation TDMA
In a fixed TDM scheme N mini-slots followed by N·k data-slots form a frame that is
repeated. Each station is allotted its own mini-slot and can use it to reserve up to k data-slots.
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This guarantees each station a certain bandwidth and a fixed delay. Other stations can now
send data in unused data-slots as shown. Using these free slots can be based on a simple roundrobin scheme or can be uncoordinated using an Aloha scheme. This scheme allows for the
combination of, e.g., isochronous traffic with fixed bitrates and best-effort traffic without any
guarantees.
Multiple access with collision avoidance
Multiple access with collision avoidance (MACA) presents a simple scheme that solves
the hidden terminal problem, does not need a base station, and is still a random access Aloha
scheme – but with dynamic reservation. Consider the hidden terminal problem scenario.
A starts sending to B, C does not receive this transmission. C also wants to send something
to B and senses the medium. The medium appears to be free, the carrier sense fails. C also starts
sending causing a collision at B. But A cannot detect this collision at B and continues with its
transmission. A is hidden for C and vice versa.
With MACA, A does not start its transmission at once, but sends a request to send (RTS)
first. B receives the RTS that contains the name of sender and receiver, as well as the length of the
future transmission. This RTS is not heard by C, but triggers an acknowledgement from B, called
clear to send (CTS). The CTS again contains the names of sender (A) and receiver (B) of the user
data, and the length of the future transmission.

This CTS is now heard by C and the medium for future use by A is now reserved for the
duration of the transmission. After receiving a CTS, C is not allowed to send anything for the
duration indicated in the CTS toward B. A collision cannot occur at B during data transmission,
and the hidden terminal problem is solved. Still collisions might occur when A and C transmits a
RTS at the same time. B resolves this contention and acknowledges only one station in the CTS.
No transmission is allowed without an appropriate CTS.
Now MACA tries to avoid the exposed terminals in the following way:

With MACA, B has to transmit an RTS first containing the name of the receiver (A) and
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the sender (B). C does not react to this message as it is not the receiver, but A acknowledges using
a CTS which identifies B as the sender and A as the receiver of the following data transmission. C
does not receive this CTS and concludes that A is outside the detection range. C can start its
transmission assuming it will not cause a collision at A. The problem with exposed terminals is
solved without fixed access patterns or a base station.
Polling
Polling schemes are used when one station wants to be heard by others. Polling is a strictly
centralized scheme with one master station and several slave stations. The master can poll the
slaves according to many schemes: round robin (only efficient if traffic patterns are similar over
all stations), randomly, according to reservations (the classroom example with polite students) etc.
The master could also establish a list of stations wishing to transmit during a contention phase.
After this phase, the station polls each station on the list.
Example: Randomly Addressed Polling
• base station signals readiness to all mobile terminals
• terminals ready to send transmit random number without collision using CDMA or FDMA
• the base station chooses one address for polling from list of all random numbers
(collision if two terminals choose the same address)
• the base station acknowledges correct packets and continues polling the next terminal
• this cycle starts again after polling all terminals of the list
Inhibit sense multiple access
This scheme, which is used for the packet data transmission service Cellular Digital Packet
Data (CDPD) in the AMPS mobile phone system, is also known as digital sense multiple access
(DSMA). Here, the base station only signals a busy medium via a busy tone (called BUSY/IDLE
indicator) on the downlink.

After the busy tone stops, accessing the uplink is not coordinated any further. The base
station acknowledges successful transmissions; a mobile station detects a collision only via the
missing positive acknowledgement. In case of collisions, additional back-off and retransmission
mechanisms are implemented.
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1.7.4 CDMA
Code division multiple access systems apply codes with certain characteristics to the
transmission to separate different users in code space and to enable access to a shared medium
without interference.
All terminals send on the same frequency probably at the same time and can use the whole
bandwidth of the transmission channel. Each sender has a unique random number, the sender
XORs the signal with this random number. The receiver can “tune” into this signal if it knows the
pseudo random number, tuning is done via a correlation function
Disadvantages:
1. higher complexity of a receiver (receiver cannot just listen into the medium and start
receiving if there is a signal)
2. all signals should have the same strength at a receiver
Advantages:
1. all terminals can use the same frequency, no planning needed
2. huge code space (e.g. 232) compared to frequency space
3. interferences (e.g. white noise) is not coded
4. forward error correction and encryption can be easily integrated

The following figure shows a sender A that wants to transmit the bits 101. The key of A is
shown as signal and binary sequence Ak. The binary “0” is assigned a positive signal value, the
binary “1” a negative signal value. After spreading, i.e., XORing Ad and Ak, the resulting signal
is As.
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Coding and spreading of data from sender A and sender B
The same happens with data from sender B with bits 100. The result is Bs. As and Bs now
superimpose during transmission. The resulting signal is simply the sum As + Bs as shown above.
A now tries to reconstruct the original data from Ad. The receiver applies A’s key, Ak, to the
received signal and feeds the result into an integrator. The integrator adds the products, a
comparator then has to decide if the result is a 0 or a 1 as shown below. As clearly seen, although
the original signal form is distorted by B’s signal, the result is quite clear. The same happens if a
receiver wants to receive B’s data.
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Reconstruction of A’s data
Soft handover or soft handoff refers to a feature used by the CDMA and WCDMA
standards, where a cell phone is simultaneously connected to two or more cells (or cell sectors)
during a call. If the sectors are from the same physical cell site (a sectorised site), it is referred to
as softer handoff. This technique is a form of mobile-assisted handover, for IS-95/CDMA2000
CDMA cell phones continuously make power measurements of a list of neighboring cell sites, and
determine whether or not to request or end soft handover with the cell sectors on the list.
Soft handoff is different from the traditional hard-handoff process. With hard handoff, a
definite decision is made on whether to hand off or not. The handoff is initiated and executed
without the user attempting to have simultaneous traffic channel communications with the two
base stations. With soft handoff, a conditional decision is made on whether to hand off. Depending
on the changes in pilot signal strength from the two or more base stations involved, a hard decision
will eventually be made to communicate with only one. This normally happens after it is evident
that the signal from one base station is considerably stronger than those from the others. In the
interim period, the user has simultaneous traffic channel communication with all candidate base
stations. It is desirable to implement soft handoff in power-controlled CDMA systems because
implementing hard handoff is potentially difficult in such systems.
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Spread Aloha multiple access (SAMA)
CDMA senders and receivers are not really simple devices. Communicating with n
devices requires programming of the receiver to be able to decode n different codes. Aloha
was a very simple scheme, but could only provide a relatively low bandwidth due to collisions.
SAMA uses spread spectrum with only one single code (chipping sequence) for spreading for
all senders accessing according to aloha.
In SAMA, each sender uses the same spreading code, for ex 110101 as shown below.
Sender A and B access the medium at the same time in their narrowband spectrum, so that the
three bits shown causes collisions. The same data could also be sent with higher power for
shorter periods as show.

The main problem in using this approach is finding good chipping sequences. The
maximum throughput is about 18 per cent, which is very similar to Aloha, but the approach
benefits from the advantages of spread spectrum techniques: robustness against narrowband
interference and simple coexistence with other systems in the same frequency bands.
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PART –A
1.What is Mobile Computing?
Mobile Computing
- Ability to compute remotely while on the move
- Access information from anywhere and at anytime
Computing - capability to automatically carry out certain processing related to service invocations on a
remote computer
Mobility – provides capability to change the location while communicating to invoke computing services
at some remote computers
2.What is the advantages of Mobile Computing?(MAY/JUNE 2016)
• Tremendous flexibility it provides to the user
• User can move locally or even faraway places and at the same time achieve what used to be
performed while sitting in front of the desktop
3. Differences between mobile Computing and Wireless Networking
Mobile Computing

Wireless networking

Denotes accessing information and
remote computational services while on
the move

Provides the basic communication
infrastructure necessary to make mobile
computing possible

Based on wireless networking

Important ingredient of mobile
computing

4. What are the advantages of Wireless networking?
Replacing traditional networks because of the low setup time and low initial investment required to set up
the wireless network
5. What are the two basic types of Wireless networks?
Wireless Network with Fixed Infrastructure
Wireless Network with no Fixed Infrastructure
6. What are the limitations of Mobile Computing?(NOV/DEC 2016)
Transmission Interference.
Range and Bandwidth
Power Consumption
Potential Health Hazards
Human interface with devices
7. List out the Characteristics of Mobile Computing.
1. ubiquity
2. Location Awareness
3. Adaption
4. Broadcast
5. Personalization
8. What are the different Random Assignment schemes in MAC?(NOV/DEC 2016)
❖ ALOHA
❖ Slotted ALOHA
❖ CSMA
❖ CSMA/CD
❖ CSMA/CA
9. Distinguish between infrastructure-based network and infrastructure less network.
Infrastructure - based network
• single hop wireless communication
• Need of Access Point
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• Ex:wireless LAN (WLAN) – implements the IEEE 802.11 protocol
Infrastructure-Less network
• Multihop wireless communication
• No need of Access Point
• Ex. Adhoc Network ( Bluetooth Technology)
10. Classify the MAC Protocol.
Fixed Assignment Schemes.
Random Assignment Schemes.
Reservation Based Schemes
11. List the applications of Mobile Computing.
• Vehicles
• Emergencies
• Travelling salesmen
• Replacement of fixed networks
• Entertainment, education
12. What is Carrier Sense Multiple Access?
Sensing the carrier and accessing the medium only if the carrier is idle decreases the probability of a
collision. If a hidden terminal transmits at the same time as another sender, a collision might occur at
the receiver.
13. Develop a MACA Protocol? In which environment is it suitable?
MACA Protocol is a Multiple Access Collision Avoidance. MACA solves the hidden/ exposed
terminal problems by regulating the transmitter power. It is used in Contention based protocol, a
node wanting to send a message first reserves the medium by using an appropriate control message.
14. What is Contention Based and Contention Free MAC Protocol?
A Contention based protocol requires a station to compete for access to a common
channel
each time it sends a packet. Ex:CSMA protocols.
A Contention Free protocols are developed for overcome the instability problems. It includes
Fixed Assignment, Polling or dynamic reservations. Here, each station can transmit data at the
beginning of its allotted time slot without collisions.
15. Formulate a reason why Collision Detection is based protocol not suitable for wireless
networks?
In a wireless network it is very difficult for a transmitting node to detect a collision, since any
received signal from other nodes would be too feeble compared to its own signal and can easily be
masked by noise.
As a result, a transmitting node would continue to transmit the frame, and only the destination node
would notice the corrupted frame after it computes the checksum.
This leads to retransmissions and severe wastage of channel utilization. In contrast, in a wired
network when a node detects a collision, it immediately stops transmitting, thereby minimizing
channel wastage.
16. Why do Hidden and Exposed terminal problem arise in infrastructure-less
network?(MAY/JUNE 2016)
Hidden terminal problem is due to the fact that a node (say A) transmitting to another node (say B)
cannot hear transmissions from another node C, which might also be transmitting to B, and might
interfere with the A-to-B transmissions.
Exposed node problem occurs when a node is prevented from sending packets to other nodes because
of a neighboring transmitter.
17. State the issue in wireless MAC protocol.
Hidden Terminal Problem.
18. Difference between FDMA and TDMA.

Exposed Terminal Problem.
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FDMA

TDMA

Frequency Division Multiplexing
Access is a method of dividing a
single band into 30 discrete
channels.

Time Division Multiplexing Access that
also allows more subscribers to use the
same frequency band.

Each channel would then be
capable of handling separate
traffic, whether it’s a call or a
data transfer.
FDMA is also used in the Total
Access Communication System
(TACS).

TDMA divides a single channel into 3
discrete time partitions.

TDMA is utilized by Digital-Advanced
Mobile Phone System (D-AMPS) and
Global System for Mobile
communications (GSM).
19. Difference between Circuit Switching and Packet Switching?
CIRCUIT SWITCHING:
Circuit switching is a method of data transmission in which a circuit (Communication
channel or path) once established, continues to be used till the transmission is complete.
PACKET SWITCHING:
Packet switching is a means of establishing connection and transmitting data in which the
message consists of packets containing the data frames. A packet is a formatted series of data,
which follows a distinct path directed by a router from among a number of paths, available at that instant.
20. What is Slotted Aloha?
An improvement to the original ALOHA protocol was slotted Aloha. A station can send only at
the beginning of the time-slot. Collision may occur only during each timeslot.
21. What is Random assignment scheme in mobile computing?
The Random Assignment schemes are comparable to the connection-less packet switching
schemes. In this scheme, no resource reservations are made, the nodes simply start to transmit as
soon as they have a packet to send.
22.What are the benefits of reservation schemes?
a) Increased no other station is allowed to transit during this slot
b) Avoidance of congestion.
c) Waiting time in clearly known.
d) Differentiate between free space loss and path loss.
23. Define Code division multiplexing Access?
CDMA(Code Division Multiple Access) is an access method in which multiple users
are allotted different codes (sequence of symbols) to access the same channel (set of frequencies)
24. Define Time division multiplexing Access?
Time division multiplexing (TDMA) is an access method in which multiple users, data services,
or sources are allotted different time-slices to access the same channel. The available time-slice is
divided among multiple modulated-signal sources. These sources use the same medium, the same
set of frequencies, and the same channel for transmission of data.
25. Define Frequency division multiplexing Access?
Frequency division multiple access (FDMA) is an access method in which entails assignments of
different frequency-slices to different users for accessing the same carrier.
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GSM
GSM is the most successful digital mobile telecommunication system in the world today.
It is used by over 800 million people in more than 190 countries. GSM permits the integration of
different voice and data services and the interworking with existing networks. Services make a
network interesting for customers. GSM has defined three different categories of services:
(i)
Bearer Services, (ii) Tele services and (iii) Supplementary Services.
Bearer services:
GSM specifies different mechanisms for data transmission, the original GSM allowing
for data rates of up to 9600 bit/s for non-voice services. Bearer services permit transparent and
non-transparent, synchronous or asynchronous data transmission.
Transparent bearer services only use the functions of the physical layer (layer 1) to transmit
data. Data transmission has a constant delay and throughput if no transmission errors occur.
Transmission quality can be improved with the use of forward error correction (FEC), which
codes redundancy into the data stream and helps to reconstruct the original data in case of
transmission errors. Transparent bearer services do not try to recover lost data in case of, for
example, shadowing or interruptions due to handover. Non-transparent bearer services use
protocols of layers two and three to implement error correction and flow control. These services
use the transparent bearer services, adding a radio link protocol (RLP). This protocol comprises
mechanisms of high-level data link control (HDLC), and special selective-reject mechanisms
to trigger retransmission of erroneous data. Using transparent and non-transparent services, GSM
specifies several bearer services for interworking with PSTN, ISDN, and packet switched public
data networks (PSPDN) like X.25, which is available worldwide. Data transmission can be fullduplex, synchronous with data rates of 1.2, 2.4, 4.8, and 9.6 kbit/s or full-duplex, asynchronous
from 300 to 9,600 bit/s.
Tele services: GSM mainly focuses on voice-oriented tele services. These comprise encrypted
voice transmission, message services, and basic data communication with terminals as known
from the PSTN or ISDN (e.g., fax). The primary goal of GSM was the provision of high-quality
digital voice transmission. Special codecs (coder/decoder) are used for voice transmission, while
other codecs are used for the transmission of analog data for communication with traditional
computer modems used in, e.g., fax machines. Another service offered by GSM is the
emergency number (eg 911, 999). This service is mandatory for all providers and free of
charge. This connection also has the highest priority, possibly pre-empting other connections,
and will automatically be set up with the closest emergency center. A useful service for very
simple message transfer is the short message service (SMS), which offers transmission of
messages of up to 160 characters. Sending and receiving of SMS is possible during data or voice
transmission. It can be used for “serious” applications such as displaying road conditions, e-mail
headers or stock quotes, but it can also transfer logos, ring tones, horoscopes and love letters.
The successor of SMS, the enhanced message service (EMS), offers a larger message
size, formatted text, and the transmission of animated pictures, small images and ring tones in a
standardized way. But with MMS, EMS was hardly used. MMS offers the transmission of larger
pictures (GIF, JPG, WBMP), short video clips etc. and comes with mobile phones that integrate
small cameras. Another non-voice tele service is group 3 fax, which is available worldwide. In
this service, fax data is transmitted as digital data over the analog telephone network according to
the ITU-T standards T.4 and T.30 using modems.
Unit II

UNIT – II : MOBILE TELECOMMUNICATION SYSTEM

Supplementary services:
In addition to tele and bearer services, GSM providers can offer supplementary services.
these services offer various enhancements for the standard telephony service, and may vary from
provider to provider. Typical services are user identification, call redirection, or forwarding of
ongoing calls, barring of incoming/outgoing calls, Advice of Charge (AoC) etc. Standard ISDN
features such as closed user groups and multiparty communication may be available.
GSM Architecture
A GSM system consists of three subsystems, the radio sub system (RSS), the network
and switching subsystem (NSS), and the operation subsystem (OSS).

Functional Architecture of a GSM System
Network Switching Subsystem: The NSS is responsible for performing call processing and
subscriber related functions. The switching system includes the following functional units:
Home location register (HLR): It is a database used for storage and management of
subscriptions. HLR stores permanent data about subscribers, including a subscribers service
profile, location information and activity status. When an individual buys a subscription from the
PCS provider, he or she is registered in the HLR of that operator.
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Visitor location register (VLR): It is a database that contains temporary information about
subscribers that is needed by the MSC in order to service visiting subscribers. VLR is always
integrated with the MSC. When a MS roams into a new MSC area, the VLR connected to that
MSC will request data about the mobile station from the HLR. Later if the mobile station needs
to make a call, VLR will be having all the information needed for call setup.
Authentication center (AUC): A unit called the AUC provides authentication and
encryption parameters that verify the users identity and ensure the confidentiality of each call.
Equipment identity register (EIR): It is a database that contains information about the
identity of mobile equipment that prevents calls from stolen, unauthorized or defective mobile
stations.
Mobile switching center (MSC): The MSC performs the telephony switching functions of
the system. It controls calls to and from other telephone and data systems.
Radio Subsystem (RSS):
The radio subsystem (RSS) comprises all radio specific entities, i.e., the mobile stations
(MS) and the base station subsystem (BSS). The figure shows the connection between the RSS
and the NSS via the A interface (solid lines) and the connection to the OSS via the O interface
(dashed lines).
Base station subsystem (BSS): A GSM network comprises many BSSs, each controlled
by a base station controller (BSC). The BSS performs all functions necessary to maintain radio
connections to an MS, coding/decoding of voice, and rate adaptation to/from the wireless
network part. Besides a BSC, the BSS contains several BTSs.
Base station controllers (BSC): The BSC provides all the control functions and physical
links between the MSC and BTS. It is a high capacity switch that provides functions such as
handover, cell configuration data, and control of radio frequency (RF) power levels in BTS. A
number of BSC’s are served by and MSC.
Base transceiver station (BTS): The BTS handles the radio interface to the mobile station.
A BTS can form a radio cell or, using sectorized antennas, several and is connected to MS via
the Um interface, and to the BSC via the Abis interface. The Um interface contains all the
mechanisms necessary for wireless transmission (TDMA, FDMA etc.)The BTS is the radio
equipment (transceivers and antennas) needed to service each cell in the network. A group of
BTS’s are controlled by an BSC.
Operation and Support system:
The operations and maintenance center (OMC) is connected to all equipment in the
switching system and to the BSC. Implementation of OMC is called operation and support
system (OSS). The OSS is the functional entity from which the network operator monitors and
controls the system. The purpose of OSS is to offer the customer cost-effective support for
centralized, regional and local operational and maintenance activities that are required for a GSM
network. OSS provides a network overview and allows engineers to monitor, diagnose and
troubleshoot every aspect of the GSM network.
The mobile station (MS) consists of the mobile equipment (the terminal) and a smart card
called the Subscriber Identity Module (SIM). The SIM provides personal mobility, so that the
user can have access to subscribed services irrespective of a specific terminal. By inserting the
SIM card into another GSM terminal, the user is able to receive calls at that terminal, make calls
from that terminal, and receive other subscribed services. The mobile equipment is uniquely
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identified by the International Mobile Equipment Identity (IMEI). The SIM card contains the
International Mobile Subscriber Identity (IMSI) used to identify the subscriber to the system, a
secret key for authentication, and other information. The IMEI and the IMSI are independent,
thereby allowing personal mobility. The SIM card may be protected against unauthorized use by
a password or personal identity number.
Radio Interface
The most interesting interface in a GSM system is Um, the radio interface, as it
comprises various multiplexing and media access mechanisms. GSM implements SDMA using
cells with BTS and assigns an MS to a BTS.

GSM TDMA Frame, Slots and Bursts
Each of the 248 channels is additionally separated in time via a GSM TDMA frame, i.e.,
each 200 kHz carrier is subdivided into frames that are repeated continuously. The duration of a
frame is 4.615 ms. A frame is again subdivided into 8 GSM time slots, where each slot
represents a physical TDM channel and lasts for 577 μs. Each TDM channel occupies the 200
kHz carrier for 577 μs every 4.615 ms. Data is transmitted in small portions, called bursts. The
following figure shows a so called normal burst as used for data transmission inside a time slot.
As shown, the burst is only 546.5 μs long and contains 148 bits. The remaining 30.5 μs are used
as guard space to avoid overlapping with other bursts due to different path delays and to give
the transmitter time to turn on and off. The first and last three bits of a normal burst (tail) are all
set to 0 and can be used to enhance the receiver performance. The training sequence in the
middle of a slot is used to adapt the parameters of the receiver to the current path propagation
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characteristics and to select the strongest signal in case of multi-path propagation. A flag S
indicates whether the data field contains user or network control data.
Apart from the normal burst, ETSI (1993a) defines four more bursts for data
transmission: a frequency correction burst allows the MS to correct the local oscillator to avoid
interference with neighbouring channels, a synchronization burst with an extended training
sequence synchronizes the MS with the BTS in time, an access burst is used for the initial
connection setup between MS and BTS, and finally a dummy burst is used if no data is
available for a slot.
Logical channels and frame hierarchy
Two types of channels, namely physical channels and logical channels are present.
Physical channel: channel defined by specifying both, a carrier frequency and a TDMA timeslot
number.
Logic channel: logical channels are multiplexed into the physical channels. Each logic channel
performs a specific task. Consequently the data of a logical channel is transmitted in the
corresponding timeslots of the physical channel. During this process, logical channels can
occupy a part of the physical channel or even the entire channel.
Each of the frequency carriers is divided into frames of 8 timeslots of approximately 577s
(15/26 s) duration with 156.25 bits per timeslot. The duration of a TDMA frame is 4.615ms
(577s x 8 = 4.615 ms). The bits per timeslot and frame duration yield a gross bit rate of about
271kbps per TDMA frame.
TDMA frames are grouped into two types of multiframes:
26-frame multiframe (4.615ms x 26 = 120 ms) comprising of 26 TDMA frames. This
multiframe is used to carry traffic channels and their associated control channels.
51-frame multiframe (4.615ms x 51   235.4 ms) comprising 51 TDMA frames. This
multiframe is exclusively used for control channels. The multiframe structure is further
multiplexed into a single superframe of duration of 6.12sec. This means a superframe consists of
51 multiframes of 26 frames.
26 multiframes of 51 frames.
The last multiplexing level of the frame hierarchy, consisting of 2048 superframes
(2715648 TDMA frames), is a hyperframe. This long time period is needed to support the GSM
data encryption mechanisms. The frame hierarchy is shown below:
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GSM
Frame
Hierarchy
Fig:
GSM
FRAME
HIREARCHY
There are two different types of logical channel within the GSM system: Traffic channels
(TCHs), Control channels (CCHs).
Traffic Channels:
Traffic channels carry user information such as encoded speech or user data. Traffic
channels are defined by using a 26-frame multiframe. Two general forms are defined:
i. Full rate traffic channels (TCH/F), at a gross bit rate of 22.8 kbps (456bits / 20ms)
ii. Half rate traffic channels (TCH/H), at a gross bit rate of 11.4 kbps.
Uplink and downlink are separated by three slots (bursts) in the 26-multiframe structure.
This simplifies the duplexing function in mobile terminals design, as mobiles will not
need to transmit and receive at the same time. The 26-frame multiframe structure, shown below
multiplexes two types of logical channels, a TCH and a Slow Associated Control Channel
(SACCH).
However, if required, a Fast Associated Control CHannel (FACCH) can steal TCH in
order to transmit control information at a higher bit rate. This is usually the case during the
handover process. In total 24 TCH/F are transmitted and one SACCH.
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Control Channels:
Control channels carry system signalling and synchronisation data for control procedures
such as location registration, mobile station synchronisation, paging, random access etc. between
base station and mobile station. Three categories of control channel are defined: Broadcast,
Common and Dedicated. Control channels are multiplexed into the 51-frame multiframe.
Broadcast control channel (BCCH):
A BTS uses this channel to signal information to all MSs within a cell. Information
transmitted in this channel is, e.g., the cell identifier, options available within this cell (frequency
hopping), and frequencies available inside the cell and in neighboring cells. The BTS sends
information for frequency correction via the frequency correction channel (FCCH) and
information about time synchronization via the synchronization channel (SCH), where both
channels are subchannels of the BCCH.

Common control channel (CCCH):
All information regarding connection setup between MS and BS is exchanged via the
CCCH. For calls toward an MS, the BTS uses the paging channel (PCH) for paging the
appropriate MS. If an MS wants to set up a call, it uses the random access channel (RACH) to
send data to the BTS. The RACH implements multiple access (all MSs within a cell may access
this channel) using slotted Aloha. This is where a collision may occur with other MSs in a GSM
system. The BTS uses the access grant channel (AGCH) to signal an MS that it can
use a TCH or SDCCH for further connection setup.
Dedicated control channel (DCCH):
While the previous channels have all been unidirectional, the following channels are
bidirectional. As long as an MS has not established a TCH with the BTS, it uses the stand-alone
dedicated control channel (SDCCH) with a low data rate (782 bit/s) for signaling. This can
comprise authentication, registration or other data needed for setting up a TCH. Each TCH and
SDCCH has a slow associated dedicated control channel (SACCH) associated with it, which
is used to exchange system information, such as the channel quality and signal power level.
Finally, if more signaling information needs to be transmitted and a TCH already exists, GSM
uses a fast associated dedicated control channel (FACCH). The FACCH uses the time slots
which are otherwise used by the TCH. This is necessary in the case of handovers where BTS and
MS have to exchange larger amounts of data in less time.
GSM Protocols
The signalling protocol in GSM is structured into three general layers depending on the
interface, as shown below. Layer 1 is the physical layer that handles all radio-specific functions.
This includes the creation of bursts according to the five different formats, multiplexing of
bursts into a TDMA frame, synchronization with the BTS, detection of idle channels, and
measurement of the channel quality on the downlink. The physical layer at Um uses GMSK for
digital modulation and performs encryption/decryption of data, i.e., encryption is not
performed end-to-end, but only between MS and BSS over the air interface.
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Protocol Architecture for Signaling
The main tasks of the physical layer comprise channel coding and error detection/correction,
which is directly combined with the coding mechanisms. Channel coding makes extensive use of
different forward error correction (FEC) schemes.
Signaling between entities in a GSM network requires higher layers. For this purpose, the
LAPDm protocol has been defined at the Um interface for layer two. LAPDm has been derived
from link access procedure for the D-channel (LAPD) in ISDN systems, which is a version of
HDLC. LAPDm is a lightweight LAPD because it does not need synchronization flags or
checksumming for error detection. LAPDm offers reliable data transfer over connections,
resequencing of data frames, and flow control.
The network layer in GSM, layer three, comprises several sublayers. The lowest sublayer is the radio resource
management (RR). Only a part of this layer, RR’, is implemented in the BTS, the remainder is situated in the
BSC. The functions of RR’ are supported by the BSC via the BTS management (BTSM).

The main tasks of RR are setup, maintenance, and release of radio channels. Mobility
management (MM) contains functions for registration, authentication, identification, location
updating, and the provision of a temporary mobile subscriber identity (TMSI). Finally, the call
management (CM) layer contains three entities: call control (CC), short message service (SMS),
and supplementary service (SS). SMS allows for message transfer using the control channels
SDCCH and SACCH, while SS offers the services like user identification, call redirection, or
forwarding of ongoing calls. CC provides a point-to-point connection between two terminals and
is used by higher layers for call establishment, call clearing and change of call parameters. This
layer also provides functions to send in-band tones, called dual tone multiple frequency (DTMF),
over the GSM network. These tones are used, e.g., for the remote control of answering machines
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or the entry of PINs in electronic banking and are, also used for dialing in traditional analog
telephone systems. Additional protocols are used at the Abis and A interfaces.
Data transmission at the physical layer typically uses pulse code modulation (PCM) systems.
LAPD is used for layer two at Abis, BTSM for BTS management. Signaling system No. 7 (SS7)
is used for signaling between an MSC and a BSC. This protocol also transfers all management
information between MSCs, HLR, VLRs, AuC, EIR, and OMC. An MSC can also control a BSS
via a BSS application part (BSSAP).
Localization and Calling
The fundamental feature of the GSM system is the automatic, worldwide localization of
users for which, the system performs periodic location updates. The HLR always contains
information about the current location and the VLR currently responsible for the MS informs the
HLR about the location changes. Changing VLRs with uninterrupted availability is called
roaming. Roaming can take place within a network of one provider, between two providers in a
country and also between different providers in different countries.
To locate and address an MS, several numbers are needed:
Mobile station international ISDN number (MSISDN):- The only important number
for a user of GSM is the phone number. This number consists of the country code (CC), the
national destination code (NDC) and the subscriber number (SN).
International mobile subscriber identity (IMSI): GSM uses the IMSI for internal
unique identification of a subscriber. IMSI consists of a mobile country code (MCC), the mobile
network code (MNC), and finally the mobile subscriber identification number (MSIN).
Temporary mobile subscriber identity (TMSI): To hide the IMSI, which would give
away the exact identity of the user signalling over the air interface, GSM uses the 4 byte TMSI
for local subscriber identification.
Mobile station roaming number (MSRN): Another temporary address that hides the
identity and location of a subscriber is MSRN. The VLR generates this address on request from
the MSC, and the address is also stored in the HLR. MSRN contains the current visitor country
code (VCC), the visitor national destination code (VNDC), the identification of the current MSC
together with the subscriber number. The MSRN helps the HLR to find a subscriber for an
incoming call. For a mobile terminated call (MTC), the following figure shows the different
steps that take place:

Fig: Mobile Terminated Call
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step 1: User dials the phone number of a GSM subscriber.
step 2: The fixed network (PSTN) identifies the number belongs to a user in GSM network and
forwards the call setup to the Gateway MSC (GMSC).
step 3: The GMSC identifies the HLR for the subscriber and signals the call setup to HLR
step 4: The HLR checks for number existence and its subscribed services and requests an MSRN
from the current VLR.
step 5: VLR sends the MSRN to HLR
step 6: Upon receiving MSRN, the HLR determines the MSC responsible for MS and forwards
the information to the GMSC
step 7: The GMSC can now forward the call setup request to the MSC indicated
step 8: The MSC requests the VLR for the current status of the MS
step 9: VLR sends the requested information
step 10: If MS is available, the MSC initiates paging in all cells it is responsible for.
step 11: The BTSs of all BSSs transmit the paging signal to the MS
step 12: Step 13: If MS answers, VLR performs security checks
step 15: Till step 17: Then the VLR signals to the MSC to setup a connection to the MS. For a
mobile originated call (MOC), the following steps take place:

Fig : Mobile Originated Call
step 1: The MS transmits a request for a new connection
step 2: The BSS forwards this request to the MSC
step 3: Step 4: The MSC then checks if this user is allowed to set up a call with the requested
and checks the availability of resources through the GSM network and into the PSTN. If all
resources are available, the MSC sets up a connection between the MS and the fixed network. In
addition to the steps mentioned above, other messages are exchanged between an MS and BTS
during connection setup (in either direction).
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Message flow for MTC and TOC
Handover
Cellular systems require handover procedures, as single cells do not cover the whole service
area. However, a handover should not cause a cut-off, also called call drop. GSM aims at maximum
handover duration of 60 ms. There are two basic reasons for a handover:
1. The mobile station moves out of the range of a BTS, decreasing the received signal level
increasing the error rate thereby diminishing the quality of the radio link.
2. Handover may be due to load balancing, when an MSC/BSC decides the traffic is too high in one
cell and shifts some MS to other cells with a lower load.
The four possible handover scenarios of GSM are shown below:
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Intra-cell handover: Within a cell, narrow-band interference could make transmission at
a certain frequency impossible. The BSC could then decide to change the carrier frequency
(scenario 1).
Inter-cell, intra-BSC handover: This is a typical handover scenario. The mobile station
moves from one cell to another, but stays within the control of the same BSC. The BSC then
performs a handover, assigns a new radio channel in the new cell and releases the old one
(scenario 2).
Inter-BSC, intra-MSC handover: As a BSC only controls a limited number of cells;
GSM also has to perform handovers between cells controlled by different BSCs. This handover
then has to be controlled by the MSC (scenario 3).
Inter MSC handover: A handover could be required between two cells belonging to
different MSCs. Now both MSCs perform the handover together (scenario 4).
To provide all the necessary information for a handover due to a weak link, MS and BTS
both perform periodic measurements of the downlink and uplink quality respectively.
Measurement reports are sent by the MS about every half-second and contain the quality of the
current link used for transmission as well as the quality of certain channels in neighboring cells
(the BCCHs).

Handover decision depending on receive level
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Intra-MSC handover
More sophisticated handover mechanisms are needed for seamless handovers between
different systems.
Security
GSM offers several security services using confidential information stored in the AuC
and in the individual SIM. The SIM stores personal, secret data and is protected with a PIN
against unauthorized use. Three algorithms have been specified to provide security services in
GSM. Algorithm A3 is used for authentication, A5 for encryption, and A8 for the generation
of a cipher key. The various security services offered by GSM are:
Access control and authentication: The first step includes the authentication of a valid user for
the SIM. The user needs a secret PIN to access the SIM. The next step is the subscriber
authentication. This step is based on a challenge-response scheme as shown below:

Subscriber Authentication
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Authentication is based on the SIM, which stores the individual authentication key Ki,
the user identification IMSI, and the algorithm used for authentication A3. The AuC performs
the basic generation of random values RAND, signed responses SRES, and cipher keys Kc for
each IMSI, and then forwards this information to the HLR. The current VLR requests the
appropriate values for RAND, SRES, and Kc from the HLR. For authentication, the VLR sends
the random value RAND to the SIM. Both sides, network and subscriber module, perform the
same operation with RAND and the key Ki, called A3. The MS sends back the SRES generated
by the SIM; the VLR can now compare both values. If they are the same, the VLR accepts the
subscriber, otherwise the subscriber is rejected.
Confidentiality:
All user-related data is encrypted. After authentication, BTS and MS apply encryption to
voice, data, and signalling as shown below.

To ensure privacy, all messages containing user-related information are encrypted in
GSM over the air interface. After authentication, MS and BSS can start using encryption by
applying the cipher key Kc, which is generated using the individual key Ki and a random value
by applying the algorithm A8. Note that the SIM in the MS and the network both calculate the
same Kc based on the random value RAND. The key Kc itself is not transmitted over the air
interface. MS and BTS can now encrypt and decrypt data using the algorithm A5 and the cipher
key Kc.
Anonymity:
To provide user anonymity, all data is encrypted before transmission, and user identifiers
are not used over the air. Instead, GSM transmits a temporary identifier (TMSI), which is newly
assigned by the VLR after each location update. Additionally, the VLR can change the TMSI at
any time.
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New Data Services
To enhance the data transmission capabilities of GSM, two basic approaches are possible.
As the basic GSM is based on connection-oriented traffic channels, e.g., with 9.6 kbit/s each,
several channels could be combined to increase bandwidth. This system is called HSCSD {high
speed circuit switched data}. A more progressive step is the introduction of packet oriented
traffic in GSM, i.e., shifting the paradigm from connections/telephone thinking to
packets/internet thinking. The system is called GPRS {general packet radio service}.
HSCD:
A straightforward improvement of GSM’s data transmission capabilities is high speed
circuit switched data (HSCSD) in which higher data rates are achieved by bundling several
TCHs. An MS requests one or more TCHs from the GSM network, i.e., it allocates several
TDMA slots within a TDMA frame. This allocation can be asymmetrical, i.e. more slots can be
allocated on the downlink than on the uplink, which fits the typical user behaviour of
downloading more data compared to uploading. A major disadvantage of HSCD is that it still
uses the connection-oriented mechanisms of GSM, which is not efficient for computer data
traffic.
GPRS:
The next step toward more flexible and powerful data transmission avoids the problems
of HSCSD by being fully packet-oriented. The general packet radio service (GPRS) provides
packet mode transfer for applications that exhibit traffic patterns such as frequent transmission of
small volumes (e.g., typical web requests) or infrequent transmissions of small or medium
volumes (e.g., typical web responses) according to the requirement specification. For the new
GPRS radio channels, the GSM system can allocate between one and eight time slots within a
TDMA frame. Time slots are not allocated in a fixed, pre-determined manner but on demand. All
time slots can be shared by the active users; up- and downlink are allocated separately.
Allocation of the slots is based on current load and operator preferences. The GPRS concept is
independent of channel characteristics and of the type of channel (traditional GSM traffic or
control channel), and does not limit the maximum data rate (only the GSM transport system
limits the rate). All GPRS services can be used in parallel to conventional services. GPRS
includes several security services such as authentication, access control, user identity
confidentiality, and user information confidentiality.
The GPRS architecture introduces two new network elements, which are called GPRS
support nodes (GSN) and are in fact routers. All GSNs are integrated into the standard GSM
architecture, and many new interfaces have been defined. The gateway GPRS support node
(GGSN) is the interworking unit between the GPRS network and external packet data networks
(PDN). This node contains routing information for GPRS users, performs address conversion,
and tunnels data to a user via encapsulation. The GGSN is connected to external networks (e.g.,
IP or X.25) via the Gi interface and transfers packets to the SGSN via an IPbased GPRS
backbone network (Gn interface). The other new element is the serving GPRS support node
(SGSN) which supports the MS via the Gb interface. The SGSN, for example, requests user
addresses from the GPRS register (GR), keeps track of the individual MSs’ location, is
responsible for collecting billing information (e.g., counting bytes), and performs several
security functions such as access control. The SGSN is connected to a BSC via frame relay and
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is basically on the same hierarchy level as an MSC. The GR, which is typically a part of the
HLR, stores all GPRS-relevant data.

GPRS Architecture Reference Model
As shown above, packet data is transmitted from a PDN, via the GGSN and SGSN
directly to the BSS and finally to the MS. The MSC, which is responsible for data transport in
the traditional circuit-switched GSM, is only used for signaling in the GPRS scenario. Before
sending any data over the GPRS network, an MS must attach to it, following the procedures of
the mobility management. The attachment procedure includes assigning a temporal identifier,
called a temporary logical link identity (TLLI), and a ciphering key sequence number
(CKSN) for data encryption. For each MS, a GPRS context is set up and stored in the MS and
in the corresponding SGSN. Besides attaching and detaching, mobility management also
comprises functions for authentication, location management, and ciphering.
The following figure shows the protocol architecture of the transmission plane for GPRS.
All data within the GPRS backbone, i.e., between the GSNs, is transferred using the GPRS
tunnelling protocol (GTP). GTP can use two different transport protocols, either the reliable
TCP (needed for reliable transfer of X.25 packets) or the non-reliable UDP (used for IP
packets). The network protocol for the GPRS backbone is IP (using any lower layers). To adapt
to the different characteristics of the underlying networks, the subnetwork dependent
convergence protocol (SNDCP) is used between an SGSN and the MS. On top of SNDCP and
GTP, user packet data is tunneled from the MS to the GGSN and vice versa. To achieve a high
reliability of packet transfer between SGSN and MS, a special LLC is used, which comprises
ARQ and FEC mechanisms for PTP (and later PTM) services.
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GPRS Transmission Plane Protocol Reference Model

A base station subsystem GPRS protocol (BSSGP) is used to convey routing and QoSrelated information between the BSS and SGSN. BSSGP does not perform error correction and
works on top of a frame relay (FR) network. Finally, radio link dependent protocols are needed
to transfer data over the Um interface. The radio link protocol (RLC) provides a reliable link,
while the MAC controls access with signalling procedures for the radio channel and the mapping
of LLC frames onto the GSM physical channels. The radio interface at Um needed for GPRS
does not require fundamental changes compared to standard GSM.

UNIT IV
MOBILE TRANSPORT AND APPLICATION LAYERS
Mobile TCP– WAP – Architecture –WDP – WTLS – WTP– WSP – WAE – WTA
Architecture – WML – WMLScripts.
4.1
Introduction : TRADITIONAL TCP
Mechanisms that influence the efficiency of TCP in a mobile environment





Congestion control
Slow start
Fast retransmit/fast recovery
Implications on mobility

Congestion control





TCP has been designed for fixed networks with fixed end-systems
The probable reason for a packet loss in a fixed network is a temporary overload some
point in the transmission path, i.e., a state of congestion at a node .
The packet buffers of a router are filled and the router cannot forward the packets fast
enough. The only thing a router can do in this situation is to drop packets.
The sender notices the missing acknowledgement for the lost packet and assumes a packet
loss due to congestion. Retransmitting the missing packet and continuing at full sending
rate would now be unwise, as this might only increase the congestion.

Slow start





The behavior TCP shows after the detection of congestion is called slow start the sender
always calculates a congestion window for a receiver.
The start size of the congestion window is one segment (TCP packet).This scheme doubles
the congestion window every time the acknowledgements come back, which takes one
round trip time (RTT) like 1, 2, 4, 8 etc. This is called the exponential growth of the
congestion window in the slow start mechanism. The exponential growth stops at the
congestion threshold.
As soon as the congestion window reaches the congestion threshold, further increase of the
transmission rate is only linear by adding 1 to the congestion window each time the
acknowledgements come back Linear increase continues until a time-out at the sender
occurs due to a missing acknowledgement, or until the sender detects a gap in transmitted
data o the sender sets the congestion threshold to half of the current congestion window
itself is set to one segment

Fast retransmit/fast recovery
Fast Retransmit
a receiver sends acknowledgements only if it receives any packets from the sender.Receiving
acknowledgements from a receiver, shows that the receiver continuously receives something from
the sender. The gap in the packet stream is not due to severe congestion, but a simple packet loss
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due to a transmission error. The sender can now retransmit the missing packet(s) before the timer
expires.This behavior is called fast retransmit.
Fast Recovery
The receipt of acknowledgements shows that there is no congestion to justify a slow start. The
sender can continue with the current congestion window. The sender performs a fast recovery from
the packet loss. This mechanism can improve the efficiency of TCP dramatically.
Implications on mobility





TCP concludes a congestion situation from a missing acknowledgement typically wrong in
wireless networks, here we often have packet loss due to transmission errors.
Mobility itself can cause packet loss, if e.g. a mobile node roams from one access point
(e.g. foreign agent in Mobile IP) to another while there are still packets in transit to the
wrong access point and forwarding is not possible
The performance of an unchanged TCP degrades severely. TCP cannot be changed
fundamentally due to the large base of installation in the fixed network, TCP for mobility
has to remain compatible with the basic TCP mechanisms that keep the whole Internet
together

CLASSICAL TCP IMPROVEMENTS
 Indirect TCP (I-TCP)
 Snooping TCP
 Mobile TCP
 Fast retransmit/fast recovery
 Transmission/time-out freezing
 Selective retransmission
 Transaction-oriented TCP
4.1.1 Indirect TCP






TCP segments the connection
no changes to the TCP protocol for hosts connected to the wired Internet, millions of
computers use (variants of) this protocol
optimized TCP protocol for mobile hosts
splitting of the TCP connection at, e.g., the foreign agent into 2 TCP connections, no real
end – to - end connection any longer
hosts in the fixed part of the net do not notice the characteristics of the wireless part
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Indirect TCP
I-TCP socket and state migration

Advantages
 No changes in the fixed network necessary, no changes for the hosts (TCP protocol)
necessary, all current optimizations to TCP still work
 Wireless link transmission errors isolated from those in fixed network
 simple to control, mobile TCP is used only for one hop between, e.g., a foreign agent and
mobile host
 therefore, a very fast retransmission of packets is possible, the short delay on the mobile
hop is known
Disadvantages
 loss of end-to-end semantics, an acknowledgement to a sender does now not any longer
mean that a receiver really got a packet, foreign agents might crash
 higher latency possible due to buffering of data within the foreign agent and forwarding to
a new foreign agent
4.1.2 Snooping TCP
Transparent“ extension of TCP within the foreign agent
 buffering of packets sent to the mobile host
 lost packets on the wireless link (both directions!) will be retransmitted immediately by the
mobile host or foreign agent, respectively (so called “local” retransmission)
 the foreign agent therefore “snoops” the packet flow and recognizes acknowledgements in
both directions, it also filters ACKs
 changes of TCP only within the foreign agent
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Data transfer to the mobile host
 FA buffers data until it receives ACK of the MH, FA detects packet loss via duplicated
ACKs or time-out
 fast retransmission possible, transparent for the fixed network
Data transfer from the mobile host
 FA detects packet loss on the wireless link via sequence numbers, FA answers directly with
a NACK to the MH
 MH can now retransmit data with only a very short delay
Integration with MAC layer
 MAC layer often has similar mechanisms to those of TCP
 thus, the MAC layer can already detect duplicated packets due to retransmissions and
discard them
Problems
 snooping TCP does not isolate the wireless link as good as I-TCP
 snooping might be tough if packets are encrypted
4.2
MOBILE TCP
The M-TCP (mobile TCP)1 approach has the same goals as I-TCP and snooping TCP:
To prevent the sender window from shrinking if bit errors or disconnection but not
congestion cause current problems.
M-TCP wants to improve overall throughput, to lower the delay, to maintain end-to-end
semantics of TCP, and to provide a more efficient handover. Additionally, M-TCP is especially
adapted to the problems arising from lengthy or frequent disconnections (Brown, 1997).
M-TCP splits the TCP connection into two parts as I-TCP does. An unmodified TCP is used on
the standard host-supervisory host (SH) connection, while an optimized TCP is used on the SHMH connection. The supervisory host is responsible for exchanging data between both parts
similar to the proxy in ITCP (see Figure 9.1).
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The M-TCP approach assumes a relatively low bit error rate on the wireless link. Therefore, it does
not perform caching/retransmission of data via the SH. If a packet is lost on the wireless link, it has
to be retransmitted by the original sender. This maintains the TCP end-to-end semantics.
The SH monitors all packets sent to the MH and ACKs returned from the MH. If the SH does not
receive an ACK for some time, it assumes that the MH is disconnected. It then chokes the sender
by setting the sender’s window size to 0. Setting the window size to 0 forces the sender to go into
persistent mode, i.e., the state of the sender will not change no matter how long the receiver is
disconnected. This means that the sender will not try to retransmit data. As soon as the SH (either
the old SH or a new SH) detects connectivity again, it reopens the window of the sender to the old
value. The sender can continue sending at full speed. This mechanism does not require changes to
the sender’s TCP. The wireless side uses an adapted TCP that can recover from packet loss much
faster. This modified TCP does not use slow start, thus, M-TCP needs a bandwidth manager to
implement fair sharing over the wireless link.
The advantages of M-TCP are the following:
● It maintains the TCP end-to-end semantics. The SH does not send any ACK itself but forwards
the ACKs from the MH.
● If the MH is disconnected, it avoids useless retransmissions, slow starts or breaking connections
by simply shrinking the sender’s window to 0.
The lack of buffers and changing TCP on the wireless part also has some disadvantages:
● As the SH does not act as proxy as in I-TCP, packet loss on the wireless link due to bit errors is
propagated to the sender.
● A modified TCP on the wireless link not only requires modifications to the MH protocol
software but also new network elements like the bandwidth manager.
Transmission/time-out freezing
MAC layer notices connection problems even before the connection is actually interrupted from a
TCP point of view and also knows the real reason for the interruption. The MAC layer can inform
the TCP layer of an upcoming loss of connection or that the current interruption is not caused by
congestion. TCP can now stop sending and ‘freezes’ the current state of its congestion window and
further timers. If the MAC layer notices the upcoming interruption early enough, both the mobile
and correspondent host can be informed. With a fast interruption of the wireless link, additional
mechanisms in the access point are needed to inform the correspondent host of the reason for
interruption. Otherwise, the correspondent host goes into slow start assuming congestion and
finally breaks the connection. As soon as the MAC layer detects connectivity again, it signals TCP
that it can resume operation at exactly the same point where it had been forced to stop. For TCP
time simply does not advance, so no timers expire.
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Advantages:



It offers a way to resume TCP connections even after long interruptions of the connection.
It can be used together with encrypted data as it is independent of other TCP mechanisms
such as sequence no or acknowledgements

Disadvantages:


Lots of changes have to be made in software of MH, CH and FA.

Selective retransmission
A very useful extension of TCP is the use of selective retransmission. TCP acknowledgements are
cumulative, i.e., they acknowledge in-order receipt of packets up to a certain packet. A single
acknowledgement confirms reception of all packets upto a certain packet. If a single packet is lost,
the sender has to retransmit everything starting from the lost packet (go-back-n retransmission).
This obviously wastes bandwidth, not just in the case of a mobile network, but for any network.
Using selective retransmission, TCP can indirectly request a selective retransmission of packets.
The receiver can acknowledge single packets, not only trains of in-sequence packets. The sender
can now determine precisely which packet is needed and can retransmit it.
The advantage of this approach is obvious: a sender retransmits only the lost packets. This lowers
bandwidth requirements and is extremely helpful in slow wireless links.
The disadvantage is that a more complex software on the receiver side is needed. Also more
buffer space is needed to resequence data and to wait for gaps to be filled.
Transaction-oriented TCP
Standard TCP is made up of three phases: setup, data transfer and release. First, TCP uses a threeway handshake to establish the connection. At least one additional packet is usually needed for
transmission of the request, and requires three more packets to close the connection via a threeway handshake. So, for sending one data packet, TCP may need seven packets altogether. This
kind of overhead is acceptable for long sessions in fixed networks, but is quite inefficient for short
messages or sessions in wireless networks. This led to the development of transaction-oriented
TCP (T/TCP).
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T/TCP can combine packets for connection establishment and connection release with user data
packets. This can reduce the number of packets down to two instead of seven. The obvious
advantage for certain applications is the reduction in the overhead which standard TCP has for
connection setup and connection release. Disadvantage is that it requires changes in the software in
mobile host and all correspondent hosts. This solution does not hide mobility anymore. Also,
T/TCP exhibits several security problems.

4.3

WAP – Architecture

The basic objectives of the WAP Forum and now of the OMA are to bring diverse internet content
(e.g., web pages, push services) and other data services (e.g., stock quotes) to digital cellular
phones and other wireless, mobile terminals (e.g., PDAs, laptops). Moreover, a protocol suite
should enable global wireless communication across different wireless network technologies, e.g.,
GSM, CDPD, UMTS etc. The forum is embracing and extending existing standards and
technologies of the internet wherever possible and is creating a framework for the development of
contents and applications that scale across a very wide range of wireless bearer networks and
wireless device types.
All solutions must be:
● Interoperable, i.e., allowing terminals and software from different vendors to communicate
with networks from different providers;
● Scalable, i.e., protocols and services should scale with customer needs and number of
customers;
● Efficient, i.e., provision of QoS suited to the characteristics of the wireless and mobile
networks;
 Reliable, i.e., provision of a consistent and predictable platform for deploying services; and
● Secure, i.e., preservation of the integrity of user data, protection of devices and services from
security problems.
Figure 10.9 gives an overview of the WAP architecture, its protocols and components, and
compares this architecture with the typical internet architecture when using the world wide web.
This comparison is often cited by the WAP Forum and it helps to understand the architecture
(WAP Forum, 2000a).
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The basis for transmission of data is formed by different bearer services. WAP does not specify
bearer services, but uses existing data services and will integrate further services. No special
interface has been specified between the bearer service and the next higher layer, the transport
layer with its wireless datagram protocol (WDP) and the additional wireless control message
protocol (WCMP),
The transport layer offers a bearer independent, consistent datagram-oriented service to the higher
layers of the WAP architecture. Communication is done transparently over one of the available
bearer services. The transport layer service access point (T-SAP) is the common interface to be
used by higher layers independent of the underlying network.
The next higher layer, the security layer with its wireless transport layer security protocol
WTLS offers its service at the security SAP (SEC-SAP). WTLS is based on the transport layer
security (TLS, formerly SSL, secure sockets layer) already known from the www. WTLS has been
optimized for use in wireless networks with narrow-band channels. It can offer data integrity,
privacy, authentication, and (some) denial-of-service protection.
The WAP transaction layer with its wireless transaction protocol (WTP) offers a lightweight
transaction service at the transaction SAP (TR-SAP). The session layer with the wireless session
protocol (WSP) currently offers two services at the session-SAP (S-SAP), one connectionoriented and one connectionless if used directly on top of WDP. A special service for browsing the
web (WSP/B) has been defined that offers HTTP/1.1 functionality, long-lived session state, session
suspend and resume, session migration and other features needed for wireless mobile access to the
web.
Finally the application layer with the wireless application environment (WAE) offers a
framework for the integration of different www and mobile telephony applications. The main
issues here are scripting languages, special markup languages, interfaces to telephony applications,
and many content formats adapted to the special requirements of small, handheld, wireless devices.
Different scenarios are possible for the integration of WAP components into existing wireless and
fixed networks (see Figure 10.10). On the left side, different fixed networks, such as the traditional
internet and the public switched telephone network (PSTN), are shown.

The current www in the internet offers web pages with the help of HTML and web servers. To be
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able to browse these pages or additional pages with handheld devices, a wireless markup language
(WML) has been defined in WAP. Special filters within the fixed network can now translate
HTML into WML, web servers can already provide pages in WML, or the gateways between the
fixed and wireless network can translate HTML into WML. These gateways not only filter pages
but also act as proxies for web access, as explained in the following sections.WML is additionally
converted into binary WML for more efficient transmission. In a similar way, a special gateway
can be implemented to access traditional telephony services via binary WML. This wireless
telephony application (WTA) server translates,

4.4

Wireless datagram protocol

The wireless datagram protocol (WDP) operates on top of many different bearer services
capable of carrying data. At the T-SAP WDP offers a consistent datagram transport service
independent of the underlying bearer (WAP Forum, 2000b). To offer this consistent service, the
adaptation needed in the transport layer can differ depending on the services of the bearer. The
closer the bearer service is to IP, the smaller the adaptation can be. If the bearer already offers IP
services, UDP (Postel, 1980) is used as WDP. WDP offers more or less the same services as UDP.
WDP offers source and destination port numbers used for multiplexing and demultiplexing of
data respectively. The service primitive to send a datagram is TDUnitdata.re with the destination
address (DA), destination port (DP), Source address (SA), source port (SP), and user data
(UD) as mandatory parameters (see Figure 10.11). Destination and source address are uniue
addresses for the receiver and sender of the user data. These could be MSISDNs (i.e., a telephone
number), IP addresses, or any other uniue identifiers. The T-DUnitdata.ind service primitive
indicates the reception of data. Here destination address and port are only optional parameters.

If a higher layer requests a service the WDP cannot fulfill, this error is indicated with the TDError.ind service primitive as shown in Figure 10.11. An error code (EC) is returned
indicating the reason for the error to the higher layer. WDP is not allowed to use this primitive to
indicate problems with the bearer service. It is only allowed to use the primitive to indicate local
problems, such as a user data size that is too large.
If any errors happen when WDP datagrams are sent from one WDP entity to another (e.g. the
destination is unreachable, no application is listening to the specified destination port etc.), the
wireless control message protocol (WCMP) provides error handling mechanisms for WDP
(WAP Forum, 2000r) and should therefore be implemented. WCMP contains control messages
that resemble the internet control message protocol (ICMP (Postel, 1981b) for IPv4, (Conta, 1998)
for IPv6) messages and can also be used for diagnostic and informational purposes. WCMP can be
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used by WDP nodes and gateways to report errors. However, WCMP error messages must not be
sent as response to other WCMP error messages. In IP-based networks, ICMP will be used as
WCMP (e.g., CDPD, GPRS). Typical WCMP messages are destination unreachable (route, port,
address unreachable), parameter problem (errors in the packet header),message too big,
reassembly failure, or echo request/reply.
An additional WDP management entity supports WDP and provides information about changes
in the environment, which may influence the correct operation of WDP. Important information is
the current configuration of the device, currently available bearer services, processing and memory
resources etc. Design and implementation of this management component is considered vendorspecific and is outside the scope of WAP.

4.4

Wireless transport layer security

If requested by an application, a security service, the wireless transport layer security (WTLS),
can be integrated into the WAP architecture on top of WDP as specified in (WAP Forum, 2000c).
WTLS can provide different levels of security (for privacy, data integrity, and authentication) and
has been optimized for low bandwidth, high-delay bearer networks. WTLS takes into account the
low processing power and very limited memory capacity of the mobile devices for cryptographic
algorithms. WTLS supports datagram and connection-oriented transport layer protocols. New
compared to, e.g. GSM, is the security relation between two peers and not only between the mobile
device and the base station (see chapter 4). WTLS took over many features and mechanisms from
TLS (formerly SSL, secure sockets layer (Dierks, 1999)), but it has an optimized handshaking
between the peers. Before data can be exchanged via WTLS, a secure session has to be established.
This session establishment consists of several steps: Figure 10.12 illustrates the seuence of service
primitives needed for a so-called „full handshake’ (several optimizations are possible). The
originator and the peer of the secure session can both interrupt session establishment any time, e.g.,
if the parameters proposed are not acceptable.

The first step is to initiate the session with the SEC-Create primitive. Parameters are source
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address (SA), source port (SP) of the originator, destination address (DA), destination port
(DP) of the peer. The originator proposes a key exchange suite (KES) (e.g., RSA (Rivest, 1978),
DH (Diffie, 1976), ECC (Certicom, 2002)), a cipher suite (CS) (e.g., DES, IDEA (Schneier,
1996), and a compression method (CM) (currently not further specified). The peer answers with
parameters for the seuence number mode (SNM), the key refresh cycle (KR) (i.e., how often
keys are refreshed within this secure session), the session identifier (SID) (which is uniue with
each peer), and the selected key exchange suite (KES’), cipher suite (CS’), compression
method (CM’). The peer also issues a SEC-Exchange primitive. This indicates that the peer
wishes to perform public-key authentication with the client, i.e., the peer requests a client
certificate (CC) from the originator. The first step of the secure session creation, the negotiation
of the security parameters and suites, is indicated on the originator’s side, followed by the request
for a certificate. The originator answers with its certificate and issues a SEC-Commit.re primitive.
This primitive indicates that the handshake is completed for the originator’s side and that the
originator now wants to switch into the newly negotiated connection state. The certificate is
delivered to the peer side and the SEC-Commit is indicated. The WTLS layer of the peer sends
back a confirmation to the originator. This concludes the full handshake for secure session setup.
After setting up a secure connection between two peers, user data can be exchanged. This is done
using the simple SEC-Unitdata primitive as shown in Figure 10.13.

SEC-Unitdata has exactly the same function as T-DUnitdata on the WDP layer, namely it
transfers a datagram between a sender and a receiver. This data transfer is still unreliable, but is
now secure. This shows that WTLS can be easily plugged into the protocol stack on top of WDP.
The higher layers simply use SEC-Unitdata instead of T-DUnitdata. The parameters are the same
here: source address (SA), source port (SP), destination address (DA), destination port (DP),
and user data (UD).

4.6

Wireless transaction protocol

The wireless transaction protocol (WTP) is on top of either WDP or, if security is required,
WTLS (WAP Forum, 2000d). WTP offers several advantages to higher layers, including an
improved reliability over datagram services, improved efficiency over connection-oriented
services, and support for transaction-oriented services such as web browsing.
Three classes of transaction service:
Class 0 : unreliable message transfer without any result message.
Classes 1 and 2 : reliable message transfer, class 1 without, class 2 with, exactly one reliable result
message (the typical request/response case).
WTP achieves reliability using duplicate removal, retransmission, acknowledgements and
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unique transaction identifiers. WTP allows for asynchronous transactions, abort of
transactions, concatenation of messages, and can report success or failure of reliable messages
WTP class 0
Class 0 offers an unreliable transaction service without a result message. The transaction is
stateless and cannot be aborted. The service is requested with the TR-Invoke.re primitive as
shown in Figure 10.14. Parameters are the source address (SA), source port (SP), destination
address (DA), destination port (DP) as already explained in section 10.3.2. Additionally, with
the A flag the user of this service can determine, if the responder WTP entity should generate an
acknowledgement or if a user acknowledgement should be used. The WTP layer will transmit the
user data (UD) transparently to its destination. The class type C indicates here class 0. Finally, the
transaction handle H provides a simple index to uniuely identify the transaction and is an alias for
the tuple (SA, SP, DA, DP), i.e., a socket pair, with only local significance.

The WTP entity at the initiator sends an invoke PDU which the responder receives. The WTP
entity at the responder then generates a TR-Invoke.ind primitive with the same parameters as on
the initiator’s side, except for H’ which is now the local handle for the transaction on the
responder’s side. In this class, the responder does not acknowledge the message and the initiator
does not perform any retransmission.

WTP class 1
Class 1 offers a reliable transaction service but without a result message. Again, the initiator sends
an invoke PDU after a TR-Invoke.re from a higher layer. This time, class equals „1’, and no user
acknowledgement has been selected as shown in Figure 10.15. The responder signals the incoming
invoke PDU via the TR-Invoke.ind primitive to the higher layer and acknowledges automatically
without user intervention. The specification also allows the user on the responder’s side to
acknowledge, but this acknowledgement is not required. For the initiator the transaction ends with
the reception of the acknowledgement. The responder keeps the transaction state for some time to
be able to retransmit the acknowledgement if it receives the same invoke PDU again indicating a
loss of the acknowledgement.
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If a user of the WTP class 1 service on the initiator’s side requests a user acknowledgement on the
responder’s side, the sequence diagram looks like Figure 10.16. The WTP entity can now send the
ack PDU. Typical uses for this transaction class are reliable push services.

WTP class 2
Finally, class 2 transaction service provides the classic reliable request/response transaction known
from many client/server scenarios.

Figure 10.17 shows the basic transaction of class 2 without-user acknowledgement. Here, a user on
the initiator’s side requests the service and the WTP entity sends the invoke PDU to the responder.
The WTP entity on the responder’s side indicates the request with the TR-Invoke.ind primitive to
a user. The responder now waits for the processing of the request, the user on the responder’s side
can finally give the result UD* to the WTP entity on the responder side using TR-Result.re. The
result PDU can now be sent back to the initiator, which implicitly acknowledges the invoke PDU.
The initiator can indicate the successful transmission of the invoke message and the result with the
two service primitives TR-Invoke.cnf and TR-Result.ind. A user may respond to this result with
TR-Result.res. An acknowledgement PDU is then generated which finally triggers the TRResult.cnf primitive on the responder’s side.
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An even more reliable service can be provided by user acknowledgement as explained above. The
time-sequence diagram looks different (see Figure 10.18).

The user on the responder’s side now explicitly responds to the Invoke PDU using the TRInvoke.res primitive, which triggers the TR-Invoke.cnf on the initiator’s side via an ack PDU.
The transmission of the result is also a confirmed service, as indicated by the next four service
primitives. This service will likely be the most common in standard request/response scenarios as,
e.g., distributed computing.

4.8

Wireless session protocol

The wireless session protocol (WSP) has been designed to operate on top of the datagram service
WDP or the transaction service WTP (WAP Forum, 2000e).For both types, security can be
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inserted using the WTLS security layer if required. WSP provides a shared state between a client
and a server to optimize content transfer. HTTP, a protocol WSP tries to replace within the
wireless domain, is stateless, which already causes many problems in fixed networks. Many web
content providers therefore use cookies to store some state on a client machine.
WSP offers the following general features needed for content exchange between cooperating
clients and servers:




Session management: WSP introduces sessions that can be established from a client to a
server and may be long lived. Sessions can also be released in an orderly manner. The
capabilities of suspending and resuming a session are important to mobile applications.
Assume a mobile device is being switched off – it would be useful for a user to be able to
continue operation at exactly the point where the device was switched off.
Capability negotiation: Clients and servers can agree upon a common level of protocol
functionality during session establishment. Example parameters to negotiate are maximum
client SDU size, maximum outstanding requests, protocol options, and server SDU size.



Content encoding: WSP also defines the efficient binary encoding for the content it
transfers. WSP offers content typing and composite objects, as explained for web browsing.
While WSP is a general-purpose session protocol,
WAP has specified the wireless session protocol/browsing (WSP/B) which comprises protocols
and services most suited for browsing-type applications.

WSP/B session establishment
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WSP/B session suspend/resume

WSP/B session termination

WSP/B method invoke
● HTTP/1.1 functionality: WSP/B supports the functions HTTP/1.1 (Fielding,1999) offers, such
as extensible request/reply methods, composite objects, and content type negotiation. WSP/B is a
binary form of HTTP/1.1.HTTP/1.1 content headers are used to define content type, character set
encoding, languages etc., but binary encodings are defined for well-known headers to reduce
protocol overheads.
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● Exchange of session headers: Client and server can exchange request/reply headers that remain
constant over the lifetime of the session. These headers may include content types, character sets,
languages, device capabilities, and other static parameters. WSP/B will not interpret header
information but passes all headers directly to service users.
● Push and pull data transfer: Pulling data from a server is the traditional mechanism of the
web. This is also supported by WSP/B using the request/response mechanism from HTTP/1.1.
Additionally, WSP/B supports three push mechanisms for data transfer: a confirmed data push
within an existing session context, a non-confirmed data push within an existing session context,
and a non-confirmed data push without an existing session context.
● Asynchronous requests: Optionally, WSP/B supports a client that can send multiple requests to
a server simultaneously. This improves efficiency for the requests and replies can now be
coalesced into fewer messages. Latency is also improved, as each result can be sent to the client as
soon as it is available.

4.9

Wireless application environment

Wireless application environment (WAE) is to create a general-purpose application environment
based mainly on existing technologies and philosophies of the world wide web (WAP Forum,
2000g). This environment should allow service providers, software manufacturers, or hardware
vendors to integrate their applications so they can reach a wide variety of different wireless
platforms in an efficient way. WAE has integrated the following technologies and adapted them
for use in a wireless environment with low power handheld devices. HTML ,JavaScript and the
handheld device markup language HDML form the basis of the wireless markup language
(WML) and the scripting language WMLscript.

A client issues an encoded request for an operation on a remote server. Encoding is necessary to
minimize data sent over the air and to save resources on the handheld device as explained together
with the languages WML and WMLscript.
Decoders in a gateway now translate this encoded request into a standard request as understood by
the origin servers. The gateway transfers this request to the appropriate origin server as if it came
from a standard client. Origin servers could be standard web servers running HTTP and generating
content using scripts, providing pages using a database.
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The gateway now encodes the response and its content (if there is any) and transfers the encoded
response with the content to the client. The WAE logical model not only includes this standard
request/response scheme, but it also includes push services. Then an origin server pushes content
to the gateway. The gateway encodes the pushed content and transmits the encoded push content to
the client. Several user agents can reside within a client. User agents include such items as:
browsers, phonebooks, message editors etc. WAE does not specify the number of user agents or
their functionality, but assumes a basic WML user agent that supports WML, WMLscript, or both
(i.e., a „WML browser’).
WTA user agent - This user agent handles access to, and interaction with, mobile telephone
features (such as call control). As over time many vendor dependent user agents may develop, the
standard defines a user agent profile (UAProf), which describes the capabilities of a user agent .
Capabilities may be related to hardware or software. Examples are: display size, operating system,
browser version, processor, memory size, audio/video codec, or supported network types.

4.9

WTA Architecture

Browsing the web using the WML browser is only one application for a handheld device user.
Say a user still wants to make phone calls and access all the features of the mobile phone
network as with a traditional mobile phone. This is where the wireless telephony application
(WTA), the WTA user agent (as shown in Figure 10.29), and the wireless telephony
application interface WTAI come in. WTA is a collection of telephony specific extensions for
call and feature control mechanisms, merging data networks and voice networks.
The WTA framework integrates advanced telephony services using a consistent user interface
(e.g., the WML browser) and allows network operators to increase accessibility for various
special services in their network. A network operator can reach more end-devices using WTA
because this is integrated in the wireless application environment (WAE) which handles devicespecific characteristics and environments. WTA should enable third-party developers as well as
network operators to create network-independent content that accesses the basic features of the
bearer network. However, most of the WTA functionality is reserved for the network operators
for security and stability reasons.
WTA extends the basic WAE application model in several ways:
● Content push: A WTA origin server can push content, i.e., WML decks or WMLScript, to the
client. A push can take place without prior client request. The content can enable, e.g., the client to
handle new network events that were unknown before.
● Access to telephony functions: The wireless telephony application interface (WTAI, WAP
Forum, 2000m) provides many functions to handle telephony events (call accept, call setup,
change of phone book entries etc.).
● Repository for event handlers: The repository represents a persistent storage on the client for
content required to offer WTA services. Content are either channels or resources. Examples for
resources are WML decks, WMLScript objects, or WBMP pictures. Resources are loaded using
WSP or are pre-installed. A channel comprises references to resources and is associated with a
lifetime. Within this lifetime, it is guaranteed that all resources the channel points to are locally
available in the repository. The motivation behind the repository is the necessity to react very
uickly for time-critical events (e.g., call accept). It would take too long to load content from a
server for this purpose.
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● Security model: Mandatory for WTA is a security model as many frauds happen with wrong
phone numbers or faked services. WTA allows the client to only connect to trustworthy
gateways, which then have to check if the servers providing content are authorized to send this
content to the client. Obviously, it is not easy to define trustworthy in this context. In the
beginning, the network operator’s gateway may be the only trusted gateway and the network
operator may decide which servers are allowed to provide content.
Figure 10.30 gives an overview of the WTA logical architecture. The components shown are not
all mandatory in this architecture; however, firewalls or other origin servers may be useful. A
minimal configuration could be a single server from the network operator serving all clients. The
client is connected via a mobile network with a WTA server, other telephone networks (e.g.,
fixed PSTN), and a WAP gateway. A WML user agent running on the client or on other user
agents is not shown here.

The client may have voice and data connections over the mobile network. Other origin servers
within the trusted domain may be connected via the WAP gateway. A firewall is useful to
connect third-party origin servers outside the trusted domain. One difference between WTA
servers and other servers besides security is the tighter control of QoS. A network operator
knows (more or less precisely) the latency, reliability, and capacity of its mobile network and
can have more control over the behavior of the services. Other servers, probably located in the
internet, may not be able to give as good QoS guarantees as the network operator. Similarly, the
WTA user agent has a very rigid and real-time context management for browsing the web
compared to the standard WML user agent.
Figure 10.31 shows an exemplary interaction between a WTA client, a WTA gateway, a WTA
server, the mobile network (with probably many more servers) and a voice box server. Someone
might leave a message on a voice box server as indicated. Without WAP, the network operator
then typically generates an SMS indicating the new message on the voice box via a little symbol
on the mobile phone. However, it is typically not indicated who left a message, what messages
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are stored etc. Users have to call the voice box to check and cannot choose a particular message.

In a WAP scenario, the voice box can induce the WTA server to generate new content for pushing
to the client. An example could be a WML deck containing a list of callers plus length and priority
of the calls. The server does not push this deck immediately to the client, but sends a push
message containing a single URL to the client. A short note, e.g., “5 new calls are stored", could
accompany the push message. The WTA gateway translates the push URL into a service
indication and codes it into a more compact binary format. The WTA user agent then indicates
that new messages are stored. If the user wants to listen to the stored messages, he or she can
request a list of the messages. This is done with the help of the URL. A WSP get requests the
content the URL points to. The gateway translates this WSP get into an HTTP get and the server
responds with the prepared list of callers. After displaying the content, the user can select a voice
message from the list. Each voice message in this example has an associated URL, which can
request a certain WML card from the server. The purpose of this card is to prepare the client for an
incoming call. As soon as the client receives the card, it waits for the incoming call. The call is
then automatically accepted. The WTA server also signals the voice box system to set up a
(traditional) voice connection to play the selected voice message. Setting up the call and accepting
the call is shown using dashed lines, as these are standard interactions from the mobile phone
network, which are not controlled by WAP.
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WAP push architecture with proxy gateway
Push Access Protocol
•Content transmission between server and PPG
•First version uses HTTP
•Push OTA (Over The Air) Protocol
•Simple, optimized
•Mapped onto WSP

4.11 WML
The wireless markup language (WML) (WAP Forum, 2000j) is based on the standard HTML
(Raggett, 1998) known from the www and on HDML (King, 1997). WML is specified as an XML
(W3C, 1998a) document type. When designing WML, several constraints of wireless handheld
devices had to be taken into account. First of all, the wireless link will always have only a very
limited capacity compared to a wire. Current handheld devices have small displays, limited user
input facilities, limited memory, and only low performance computational resources. While the
bandwidth argument will remain for many years, it currently seems that the gap between mobile
and fixed devices regarding processing power is getting narrower. Today’s CPUs in PDAs have
performance figures close to desktop CPUs just a few years ago.
WML follows a deck and card metaphor. A WML document is made up of multiple cards. Cards
can be grouped together into a deck. A WML deck is similar to an HTML page, in that it is
identified by a URL and is the unit of content transmission. A user navigates with the WML
browser through a series of WML cards, reviews the contents, enters requested data, makes
choices etc. The WML browser fetches decks as required from origin servers. Either these decks
can be static files on the server or they can be dynamically generated. It is important to note that
WML does not specify how the implementation of a WML browser has to interact with a user.
Instead, WML describes the intent of interaction in an abstract manner. The user agent on a
handheld device has to decide how to best present all elements of a card.
WML includes several basic features:
● Text and images: WML gives, as do other mark-up languages, hints how text and images can
be presented to a user. However, the exact presentation of data to a user is up to the user agent
running on the handheld device. WML only provides a set of mark-up elements, such as emphasis
elements (bold, italic, etc.) for text, or tab columns for tabbing alignment.
● User interaction: WML supports different elements for user input. Examples are: text entry
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controls for text or password entry, option selections or controls for task invocation. Again, the
user agent is free to choose how these inputs are implemented. They could be bound to, e.g.,
physical keys, soft keys, or voice input.
● Navigation: As with HTML browsers, WML offers a history mechanism with navigation
through the browsing history, hyperlinks and other intercard navigation elements.
● Context management: WML allows for saving the state between different decks without server
interaction, i.e., variable state can last longer than a single deck, and so state can be shared across
different decks. Cards can have parameters defined by using this state without access to the server
over the narrow-band wireless channel.
The following paragraph gives a simple example of WML;
First, a reference to XML is given where WML was derived from. Then, after the keyword wml
the first card is defined. This first card of the deck “displays” a text after loading (“displaying”
could also mean voice output etc.). As soon as a user activates the do element (a button or voice
command), the user agent displays the second card. On this second card, the user can select one
out of three pizza options. Depending on the choice of the user, PIZZA can have one of the values
Mar, Fun, or Vul. If the user proceeds to the third card without choosing a pizza, the value Mar is
used as default. Again, describing these options with WML does not automatically mean that these
options are displayed as text. It could also be possible that the user agent reads the options through
a voice output and the user answers through a voice input. WML only describes the intention of a
choice. The third card finally outputs the value of PIZZA.
<?xml version="1.0"?>
<!DOCTYPE wml PUBLIC "-//WAPFORUM//DTD WML 1.1//EN"
"http://www.wapforum.org/DTD/wml_1.1.xml">
<wml>
<card id="card_one" title="Simple example">
<do type="accept">
<go href="#card_two"/>
</do>
<p>
This is a simple first card!
<br/>
On the next one you can choose ...
</p>
</card>
<card id="card_two" title="Pizza selection">
<do type="accept" label="cont">
<go href="#card_three"/>
</do>
<p>
... your favourite pizza!
<select
value="Mar"
name="PIZZA">
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<option value="Mar">Margherita</option>
<option
value="Fun">Funghi</option>
<option
value="Vul">Vulcano</option>
</select>
</p>
</card>
<card id="card_three" title="Your Pizza!">
<p>
Your personal pizza parameter is <b>$(PIZZA)</b>!
</p>
</card>
</wml>

4.11 WML SCRIPTS:
WMLScript complements to WML and provides a general scripting capability in the WAP
architecture (WAP Forum, 2000h). While all WML content is static (after loading on the client),
WMLScript offers several capabilities not supported by WML:
● Validity check of user input: before user input is sent to a server, WMLScript can check the
validity and save bandwidth and latency in case of an error. Otherwise, the server has to perform
all the checks, which always includes at least one round-trip if problems occur.
● Access to device facilities: WMLScript offers functions to access hardware components and
software functions of the device. On a phone a user could, e.g., make a phone call, access the
address book, or send a message via the message service of the mobile phone.
● Local user interaction: Without introducing round-trip delays, WMLScript can directly and
locally interact with a user, show messages or prompt for input. Only, for example, the result of
several interactions could be transmitted to a server.
● Extensions to the device software: With the help of WMLScript a device can be configured
and new functionality can be added even after deployment. Users can download new software
from vendors and, thus, upgrade their device easily.
WMLScript is event-based, i.e., a script may be invoked in response to certain user or environment
events. WMLScript also has full access to the state model of WML, i.e., WMLScript can set and
read WML variables. WMLScript provides many features known from standard programming
languages such as functions, expressions, or while, if, for, return etc. statements. The language is
weakly-typed, i.e., any variable can contain any type (such as integer, float, string, boolean) – no
explicit typing is necessary. WMLScript provides an automatic conversion between different types
if possible. Parameters are always passed by value to functions.
Here is a simple example for some lines of WMLScript: the function pizza_test accepts one value
as input. The local variable taste is initialized to the string "unknown". Then the script checks if the
input parameter pizza_type has the value "Mar". If this is the case, taste is set to "well... ",
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otherwise the script checks if the pizza_type is "Vul". If this is the case, taste is set to "uite hot".
Finally, the current value of taste is returned as the value of the function pizza_test.
function pizza_test(pizza_type) {
var taste = "unknown";
if (pizza_type = "Mar") {
taste = "well... ";
}
else {
if (pizza_type = "Vul") {
taste = "uite hot";
};
};
return taste;
};
The WMLScript compiler can compile one or more such scripts into a WMLScript compilation
unit. A handheld wireless device can now fetch such a compilation unit using standard protocols
with HTTP semantics, Within a compilation unit, a user can call a particular function using
standard URLs with a fragment anchor. A fragment anchor is specified by the URL, a hash mark
(#), and a fragment identifier. If the URL of the compilation unit of the example script was:
http://www.xyz.int/myscr, a user could call the script and pass the parameter "Vul" via
http://www.xyz.int/myscr#pizza_test("Vul").
The WAP Forum has specified several standard libraries for WMLScript. These libraries provide
access to the core functionality of a WAP client so they, must be available in the client’s scripting
environment. The following six libraries have been defined so far:
● Lang: This library provides functions closely related to WMLScipt itself.
● Float: Many typical arithmetic floating-point operations are in this library
● String: Many string manipulation functions are in this library.
● WMLBrowser: This library provides several functions typical for a browser, such as prev to go
back one card or refresh to update the context of the user interface.
The function go loads the content provided as parameters:
var my_card = "http://www.xyz.int/pizzamatic/apps.dck#start"; var
my_vars = "j=4&k=7";
WMLBrowser.go(my_card, my_vars);

● Dialogs: For interaction with a user, this library has been defined. An example function is
prompt which displays a given message and prompts for user input.
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PART A : SHORT ANSERS
1. List the Enhanced TCP for the mobile computing environment
 Indirect TCP (I-TCP)
 Snooping TCP
 Mobile TCP
 Fast retransmit/fast recovery
 Transmission/time-out freezing
 Selective retransmission
 Transaction-oriented TCP
2. What is indirect TCP?
Indirect TCP is used to segment a TCP connection into a fixed part and a wireless part. Between
the fixed computer and the access point standard TCP is used. Thus, no
computer in the internet recognizes any changes to TCP> the access point is now seen as the
mobile host for the fixed host and as a fixed host for the mobile host.
3. What are the advantages of snooping TCP?
Pevention of End to end TCP semantic.
No Correspondent Node needs to be changed, most of the enhancements are in theforeign agent.
4. Define slow start?
In TCP, missing acknowledgement is quite drastic, but it is necessary to get rid of congestion
quickly. The behavior of TCP shows after the detection of congestion is called slow start.
5. What is fast retransmit?
The gap in the packet stream is not due to the severe congestion it is also due to the transmission
error. The sender cab now retransmit the missing packet before the timer expires. This behavior
is called fast retransmit.
6. What are the disadvantages of I-TCP?
a. The loss of the end to end semantics of TCP might cause problems if the FA partitioning the
TCP connection crashes.
b. The handover ltency increases. This may cause more problmes.
7. Define persistent mode.
The state of the sender will not change no matter how long the receiver is disconnected. This is
called persistent mode.
8. List the interfaces used in WAP architecture
a. Transport layer service access point
b. Security service access point
c. Transaction service access point
d. Application service access point
9. What is the use of WAE?
The application layer with the Wireless Application Environment (WAE) offers a framework for
the integration of different www and mobiel telephony application.
10. What are the benefits of using WTP?
It offers several advantages to higher layers, including an improved reliability over datagram
services, improved efficiency over connection oriented service, and support for transaction
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oriented services such as web browsing.
11. How does the WTP achieves reliability?
The reliability can be achieved by duplicate removal, retransmission, acknowledgements and
unique transaction identifiers.
12. What are the features of WSP?
a. Session management
b. Capability management
c. Content management
13. List the basic features of WML?
The WML includes serveral basic features such as
Text and images
User interaction
Navigation
Contextmanagement
14. What is WDP?
The wireless datagram protocol operates on top of many different bearer services capable of
carrying data. The WDP offers more or less the same services as the UDP. In order to
multiplexing and demultiplexing of data the WDP offers a source and destination port numbers.
15. What is WTA?
The wireless telephony application is a collection of telephony specific extension for call and
feature control mechanisms, merging data networks and voice networks.
16. What is WAP 2.0?
The WAP 2.0 continues to support WAP 1.x protocols but it additionally integrates IP, TCP, TLS
and HTTP. It supports WML as well as XHTML with a mobile profile.
17. What are the benefits of using WAP?
 Interoperable
 Scalable
 Efficient
18. What is the use of WCMP?
The wireless control message protocol is used to provide the error handling mechanism for WDP.
It contains control messages that resemble the ICMP messages for IPV4. it can be used for WDP
nodes and gateways.
19. What is WTLS?
The Wireless transport layer security can provide different levels of security i.e.,
privacy, data integrity, and authentication and it has been optimized for low bandwidth, high
delay bearer networks. It supports datagram and connection oriented transport layer protocols.
20. Define snooping TCP.
The FA buffers all packets with destination mobile host and additionally snoops the packet flow
in both directions to recognize acknowledgements is called snoopingTCP.
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UNIT V
MOBILE PLATFORMS AND APPLICATIONS

Mobile Device Operating Systems – Special Constrains & Requirements – Commercial Mobile Operating
Systems – Software Development Kit: iOS, Android, BlackBerry, Windows Phone – M-Commerce –
Structure – Pros & Cons – Mobile Payment System – Security Issues

OPERATING SYSTEM RESPONSIBILITES IN MOBILE DEVICES
1. Managing Resources.
2. Providing Various Interfaces.
MANAGING RESOURCES

An important responsibility of the operating system of a mobile device is to facilitate efficient
utilization of the resources of the device by performing multiple tasks.The resources that are
managed by the operating system include processor, memory, files, and various types of attached
devices such as camera, speaker, keyboard, and screen.Typically, a mobile device is expected to run
multiple applications at the same time doing running multiple tasks. A task can have multiple
threads.A few examples of such applications include voice communication, text messaging, e-mail,
video play, music play, recording, web browsing, running remote applications, etc.As an example
scenario of usage of a smartphone, consider the following: a person might be listening to music, at the
same time he might answer an incoming call, and an SMS might arrive at the same time which he
might like to look-up while the call is still on.Such a scenario requires concurrent execution of
multiple tasks.When multiple tasks contend to use the same set of resources, the OS acts like a
traffic cop ensuring that different tasks do not interfere with each other.
Providing Various Interfaces:
The operating system of a mobile device on the one hand provides a highly interactive interface to
the user of the device and on the other interfaces with other devices and networks.An important
interface concerns control, data, and voice communications with the base station using different types
of protocols.Besides, an OS takes care of recognizing inputs from the keyboard, sending outputs to
the display screen, and interfacing with peripheral devices such as other mobile devices, computers,
printers, etc.

MONOLITHICDESIGNVERSUSMICROKERNELDESIGNOFANOPERATINGSYSTEM:
Traditionally, the operating system is viewed as providing a set of services to the application
programs.The operating system is usually structured into a kernel layer and a shell layer. The shell
essentially provides facilities for user interaction with the kernel.The kernel executes in the supervisor
mode and can run privileged instructions that could not be run in the user mode.

During booting, the kernel gets loaded first and continues to remain in the main memory of the
device.This implies that in a virtual memory system, paging does not apply to the kernel code and
kernel data.For this reason, the kernel is called the memory resident part of an operating system. The
shell programs are usually not memory resident.The kernel of the operating system is responsible for
interrupt servicing and management of processes, memory, and files. The traditional operating
systems such as Unix and Windows are known to have a monolithic kernel design.

In a monolithic kernel OS design, the kernel essentially constitutes the entire operating system
code, except for the code for the shell.The principal motivation behind this monolithic design was the
belief that in the supervisor mode, the operating system services can run more securely and
efficiently.
The main problem with the monolithic kernel design is that it makes the kernel massive, nonmodular, hard to tailor, maintain, extend, and configure.

MICROKERNELDESIGN:
The microkernel design approach tries to minimize the size of the kernel code.Only the basic
hardware-dependent functionalities and a few critical functionalities are implemented in the kernel
mode and all other functionalities are implemented in the user mode.Most of the operating system
services run as user level processes.
The main advantage of this approach is that it becomes easier to port, extend, and maintain the
operating system code.The kernel code is very difficult to debug compared to application programs.

The reason for this is that a bug in a kernel code can crash the system, thus crashing the debugger too.
Further, even when some operating system service crashes while being used by a user, it does not
bring down the entire system.This is one reason as to why a microkernel operating system could be
expected to be more reliable than an equivalent monolithic kernel operating system.

To restrict the size of the kernel of a mobile OS to the minimum, most mobile OS are, to
differentextents, based on the microkernel design.

SPECIAL CONSTRAINTS AND REQUIREMENTS OF MOBILE O/ S
There are special constrains under which the operating system of a mobile device to operate
❖ Limited memory
❖ Limited screen size
❖ Miniature keyboard
❖ Limited processing power
❖ Limited battery power
❖ Limited and fluctuating of the wireless medium
❖ Real-time data streaming
Limited Memory:
A mobile device usually has much less permanent and volatile storage. To cope with the limited memory
of a mobile device, the OS must be as small as possible and yet provide a rich set of functionalities to
meet user demands. The size of the kernel is, therefore, considered to be very important merits of a
mobile OS.
Limited Screen size:
The size of a mobile handset needs to be smallto make it portable. This limits the size of the display
screen. Consequently, new innovative user interfaces need to be supported by the mobile OS to overcome
this constraint and minimize user inconveniences.

Miniature keyboard
Mobile handsets are either provided with a small keypad or the small-sized display screen is
designed to be used as a keyboard in a touchscreen mode using a stylus.In both these
arrangements, typing in the documents and entering the string commands is difficult.So, many
handsets provide word completion prompts to read free form handwriting recognition.
Limited processing power
A majority of modern mobile devices incorporate ARM-based processors.These processors are
certainly energy efficient, powerful, and cheaper compared to the desktop or laptop processors, yet
these are significantly slower. The sizes of the on-chip and off-chip memory are also
restricted.The cope with the restricted processing power, storage, and battery power, usually the
operating system is to provide only a limited number of functionalities that are useful in the actual
operation of the mobile. Activities such as mobile application development that require use of
memory-intensive utility programs, such as editors and compilers, are carried out on a desktop or
laptop, and it is cross-compiled anddownloaded onto the mobile device.
Limited Battery Power
Mobile devices need to be as lightweight as possible to increase their portability. Due to the severe
restrictions that are placed on their size and weight, a mobile device usually has a small battery and
often recharging cannot be done as and when required.In spite of the small battery, a mobile phone
is expected to support long talk time without the need to recharge frequently.
Consequently, the operating system for a mobile device needs to be not only computationally
efficient, but also at the same time expected to minimize power consumption.
The techniques used by an OS to reduce power consumption include
(i)putting the processor and display screen into sleep mode within a few seconds of inactivity, and
(ii)varying the intensity oftransmitted antennae power as per requirement, etc.
Limited and fluctuating bandwidth of the wireless medium:
•

The operating system of a mobile handset needs to run complex protocols due to the inherent
problems caused by mobility and the wireless medium.A wireless medium is directly
susceptible to atmospheric noise, and thereby causes high bit error rates.

•

Further, the bandwidth of a wireless channel may fluctuate randomly due to atmospheric
noise, movement of some objects, or the movements of the mobile handset itself.This can
show up as short-term fades. There can be relatively longer-term disconnections due
tohandoffs.

•

In this context, uninterrupted communication requires a special support for data caching,
pre-fetching, and integration.

Real-time data streaming:
Beyond the 3G operating systems, real-time data streaming support is becoming important for
applications such as mobile TV.

Special Service Requirements:
(i)Support for specific communication protocols
Mobile devices are often required to be connected to the base station and various types of
peripheral devices, computers and other mobile devices.This requires enhanced communication
support.
The types of communication protocols used for communication with the base station depend on
the generation of the communication technology (1G, 2G, etc.) in which the mobile device is
deployed.
Considering that a mobile should be usable across the existing technology spectrum, it becomes
necessary to simultaneously support two or more generations of technology. For communication
with other devices and with computers, TCP/ IP and wireless LAN protocols also need to be
supported.
For web browsing as well as communication with other personal devices such as pen drive and
headphones, though mobile devices are equipped with USB and other types of ports, mobility
constraints often make infrared or Bluetooth connections preferable. This mandates the operating
system to support multiple interfacing protocols and hardware interfaces.
(ii) Support for a variety of input mechanisms
A miniature keyboard forms the main user input mechanism for an inexpensive mobile device.
Sophisticated mobile devices (smartphones) usually support the QUERTY keyboard.
Many recent mobile devices also support touchscreen or even stylus-based input mechanisms
along with the handwriting recognition capability.
The different input mechanisms to be supported strongly influence the intended primary use of a
device as well as the specific customer segment for which it is positioned.
These issues dictate the choice and complexity of the user interaction part of the OS to a large
extent and to a smaller extent the internal design of the operating system. A mobile OS needs to
support a variety of input mechanisms to make it generic and usable by different manufacturers of
mobile devices.
(iii)Compliance with open standards
Adhering to the development of innovative applications by third-party developers.
To facilitate the third party software development as well as to reduce the cost of development
and time-to-market by the mobile handset manufacturers, the OS should adhere to open standards
so that it can be easily portable to any mobile device.
Smartphones come in many different shapes and sizes and have varying screen sizes and user
input capabilities.
Therefore, the user interface and networking capabilities of a mobile OS need to be designed
keeping these diversities in view.

(iv)Extensive library support
The cost-effective development of third party applications requires extensive library support by
the OS. The expected library support includes the availability of programmer callable
primitives for email, SMS, MMS, Bluetooth, multimedia, user interface primitives, and GSM /
GPRS functionalities.

A SURVEY OF COMMERCIAL MOBILE OPERATING SYSTEMS
❑
❑
❑
❑
❑
❑
❑
❑

Windows Phone
Palm OS
Symbian OS
Linux OS
Windows Mobile OS
BlackBerry OS
iPhone OS
Google Android Platform

Windows Phone
The main feature of Windows CE operating system is to provides deterministic scheduling of timeconstrained tasks. Based on the Microsoft‘s Windows CE operating system, the company designed the
Pocket PC 2000 operating system in the year 2000. It was targeted for PDAs and not mobile phones.

Since the usage of mobile phones was increasing at a brisk rate, Microsoft introduced its Windows
Mobile operating system in the year 2003.It was developed based on Pocket PC 2000 and was targeted
specifically as an operating system for mobile phones which the different cell phone vendors can use in
their cell phones.Microsoft later renamed its Pocket PC operating system to Windows Mobile Classic.
Windows mobile classic operating systems support touchscreen-based user interface but do not support
any phone capability.

Consequently, Windows Mobile is now a family of three operating systems:
(i) Windows Mobile Standard
(ii)

Windows Mobile Professional are targeted for use in smartphones

(iii)

Windows Mobile Classic is not targeted for cell phones, but for PDAs.

The evolution of Windows Mobile operating system is schematically shown in Figure 5.3.

Windows mobile is designed to have a look and feel that is very similar to the desktop version of
Windows.
A significant attempt to increase the market penetration of Windows mobile was the joint
announcement in 2011 by Microsoft and Nokia of a partnership between their companies.
They announced that Windows Phone 7 operating system would be used as the operating system for
Nokia smart phones. The main competitors of Windows Phone 7 are named Android and IOS.
Windows Phone 7 is a significant improvement over the Windows mobile operating system.
Windows phone operating system provides a touchscreen interface with facilities for both command
and text input.The operating system detects when a device has been rotated from portrait to
landscape orientation.
A few important Features of the Window mobile OS are the following:
The Graphics/ Window/ Event manager (GWE) component handles all input and output.
Provides a virtual memory management.
Supports security through the provision of a cryptographic library.
Application development is similar to that in the Win32 environment.
This is considered advantageous since many programmers have knowledge of Win 32-based
application development.
At present, it does not provide true multitasking. An application in the background goes into
inactive and gets active only when it comes to foreground. It is expected that Microsoft may
support true multitasking in the future versions of the Windows Phone operating system.

Palm OS

Palm OS (also known as Garnet OS) is a proprietary operating system that was developed by
Palm Computing in 1998 for its highly successful PDA called Palm Pilot.
Palm OS was designed for ease of use with the provision of a touchscreen-based graphical
user interface. Later, Palm OS was upgraded to facilitate installation in several different
mobile devices, such as smartphones of different makes, wrist watches, hand-held gaming
consoles, bar code readers and GPS devices.

The key features of the current Palm OS (named Garnet) are the following:
It is essentially a simple single-tasking operating system. As a result, only one application
can run at a time. The implications of this are many and easily noticeable. For example, if
you are on voice communication, you cannot use the calculator, or read an SMS.
It has an elementary memory management system. To keep the operating system small and
fast, Palm OS does not isolate the memory areas of applications from each other.
Consequently, any misbehaving application can crash the system.
Palm supplies Palm emulator, which emulates the Palm hardware on a PC. This allows
Palm programs to be developed and debugged on a PC before being run on the Palm
hardware.
It supports a handwriting recognition-based system for user input.
It supports a facility called HotSync technology for data synchronization with desktop
computers.
It supports sound playback and recording capabilities.
It incorporates a very simple and elementary security model in which a device can be
locked by password.
The different interfaces supported include Serial port/ USB, infrared, Bluetooth and Wi-Fi
connections.
It uses a proprietary format to store calendar, address, task and note entries and yet are
accessible by third-party applications.
Symbian OS:
Symbian operating system was developed through collaboration among a few prominent
mobile device manufacturers including Nokia, Ericsson, Panasonic, and Samsung.
Their objective was to develop a single industry standard operating system. It was the
operating system used in the handsets manufactured by Nokia, Ericsson, Panasonic, and
Samsung.
In 2008, Ericsson, Sony, Panasonic, and Samsung pulled out of the collaboration, selling their
stake to Nokia. Around the same time, Google announced Android as an open operating
system. After this, the market share of Symbian started coming down drastically.
To counter this, the Symbian source code was published under Eclipse Public License (EPL)
in February 2010. This event was reported to be the largest codebase transition from
proprietary to Open Source in the entire history.
Due to the intensifying competition in the mobile handset market, Nokia announced in 2011
that it would move away from Symbian and use Windows Phone 7 OS in its smartphone
handsets. This event is likely to cause further drastic erosion to the Symbian installation base.
Symbian OS is a real time, multitasking, pre-emptive, 32-bit operating system that runs on
ARM-based processor designs.

The inherent design of the Symbian operating system is microkernel-based. The CPU is
switched into a low power mode, when the application is not responding to an event.
Symbian comes in two major flavours. These flavours have been developed based on
demands from various service providers.
Series 60:
The series-60 platform was until recently the leading smartphone platform in the world.
The relatively large sized colour screen, easy-to-use interface and well-suited to support
advanced features such as rich content downloading and MMS (Multimedia Messaging
Service).
Series 60 was mainly being used on Nokia‘s smartphones and Samsung handsets.
UIQ interface:
UIQ (earlier known as User Interface Quartz) is a software package developed by UIQ Technology
for Symbian OS. Essentially, this is a graphical user interface layer that provides capabilities for
third-party application developers to develop applications and effortlessly create user interfaces.

A few other important features supported by the Symbian operating system are given below:
It supports a number of communication and networking protocols including TCP, UDP,
PPP, DNS, FTP, WAP, etc. For personal area networking, it supports Bluetooth, InfraRed and
USB connectivity.
It supports pre-emptive multitasking scheduling and memory protection. Symbian is a
microkernel-based operating system.
CPU is switched into a low-power mode when the application is not responding to an event.
It is optimized for low-power and memory requirements. Applications, and the OS itself,
follow an object-oriented design paradigm.
All Symbian programming is event-based, and the CPU is switched into a low-power mode
when the applications are not directly dealing with an event. This is achieved through a
programming idiom called active objects.
Carbide is an Integrated Development Environment (IDE) toolkit that is available for C +
+ application development on Symbian OS. It essentially works as an Eclipse plug-in and
contains editor, compiler, emulator, libraries and header files required for Symbian OS
development.
iOS

In January 2007, Apple introduced innovative mobile device— the iPhone— causing a
storm in the smartphone marketplace. The iPhone was designed to replace Apple‘s highly
successful iPod.
Apple had developed iOS as iPhone‘s operating system and was originally known as
iPhone OS, but later renamed iOS. iOS is a derivative of Mac OS. Mac OS was later
extended for use in other Apple devices such as the iPod touch, iPad and Apple TV.

iOS is a closed and proprietary operating system fully owned and controlled by Apple
and not designed to be used by various mobile phone vendors on their systems. Apple
does not license iOS for installation on third-party hardware.However, the overwhelming
popularity of iPhone has given iOS a significant market presence.
It provided several innovative features that grabbed the market attention. For
example, user interactions with OS include gestures such as swipe, tap, pinch, and
reverse pinch, all of which have specific definitions within the context of the iOS
operating system.
The other innovative user interactions that are supported by the iOS include
(i)

internal accelerometers used by some applications for shaking the device as the
undo command

(ii)

rotating the device in three dimensions to switch the display mode from portrait to
landscape,etc.

Feature of Apple iOS:
•

Mac OS X has a preemptive multitasking environment.

•

Preempting is the act of taking the control of operating system from one task and giving it to
another task.

•

It supports real-time behavior.

•

In Mac OS X, each application has access to its own 4 GB address space.

•

Not any application can directly modify the memory of the kernel. It has a strong mechanism for
memory protection.

Cocoa Touch is a UI framework for building software programs to run on iOS (for the iPhone, iPod Touch,
and iPad), watchOS for the Apple Watch, and tvOS for the fourth-generation Apple TV.

•

Drives the UI – Provides the Controllers, Widgets, etc.

•

Provides access to main system functions – Contacts, Camera, Multitouch input, share with other apps,
push notifications, etc.

•

Should be the first place you look for any features you want to use in your app

Media:
•

The Graphics libraries live here -– Core Graphics (Quartz), OpenGL, Metal, Photos Library, Animation

•

Audio – Media player, OpenAL, Core Audio

CoreServices:
Gives access to fundamental resources needed for app
• Built on Core Foundation and Foundation frameworks
• Networking, iCloud, Encryption, SQLite
• GPS, Telephony, SMS • Facebook, Twitter

Core OS:
You’re probably not going to use these in your app
• Bluetooth • USB and other accessories • Kernel operations

Android OS:
➢ In 2005, Google acquired a small startup company called Android, which was developing an
operating system for mobile devices based on Linux.
➢ Google set up the Open Handset Alliance in 2007. It is a group of 82 technology and mobile
communication companies that are collaborating to develop the Android operating system as an
open source software for mobile devices.
➢ It facilitated any application developer to write Android applications. Google could embed its
search engine into Android, the way Internet Explorer is embedded into Windows. By
giving away the operating system free and focusing on the search advertisement revenue, Google
successfully formed a terrible challenge to Windows mobile and Symbian.
To understand the success of Android, it is important to understand the difficulties that users were
experiencing with other operating systems and how Android has helped overcome those.
➢ Since mobile manufacturers use different user interfaces and interaction styles for their mobile
devices depending on the customer segment targeted, Android provided the ability to seamlessly
use either a phone-based keyboard or a touchscreen.
➢ Mobile users expect to browse real web pages, and not the simplified mobile versions of those
pages. Many mobile handsets support browsing alternative sites provided by many website
operators for mobile handsets with small screens and limited interfacing capabilities. However,
Android scores over those operating systems by providing a built-in full web browser capable of
rendering full web pages and not just small mobile versions.
➢ An important handicap of the competing operating systems is the difficulty of development of
third-party applications. For example, an application on iOS has to be approved by Apple before it
can be offered to the users as outlined in the SDK agreement. Apple does not, in fact, facilitate

third party application development and is implicitly promoting a closed proprietary environment,
where the internal working of the operating system is not exposed to the developers.
➢ A prominent advantage that Android holds out is that Android SDK works in Eclipse
environment. Since many developers are already exposed to these standard technologies, there is a
large pool of developers available for working on projects on the Android platform.
➢ It provides an RDBMS SQLite for data storage and data sharing across various applications.
➢ It has several innovative pre-installed applications such as Gmail, Maps, voice search, etc.
➢

Android allows application developers to write code in the Java language.It facilitates the
development of applications with the help of a set of core Java libraries developed by Google.
Though most applications are developed using Java, applications and libraries can still be written
in C and other languages.
The Android code is structured into four different layers as shown in Fig.5.4.

The important features of these layers are discussed below.
Application layer
The Android operating system comes with a set of basic applications such as web browser,
email client, SMS program, maps, calendar, and contacts repository management programs.
All these applications are written using the Java programming language J2ME.
Android applications do not have control over their own priorities. This design is
intentional and is intended to help aggressively manage resources to ensure device
responsiveness andeven kill an application when needed.
Application Framework:
➢ An application framework is used to implement a standard structure for different applications. The
application framework essentially provides a set of services that an application programmer can
make use of.
➢ The services include managers and content providers. Content providers enable applications to
access data from other applications.
➢ A notification manager allows an application to display custom alerts on the status bar.

Libraries and runtime
The available libraries are written using multiple languages such as C and C + +. These are called
through a Java interface. These include a Surface Manager (for compositing windows), 2D and
3D graphics, Media Codecs like MPEG-4 and MP3, an SQL database SQLite and the web
browser engine called WebKit.
The Android runtime consists of two components.
A set of libraries provides most of the functionalities available in the core libraries of the Java
language.
The other runtime is the Dalvik virtual machine. Most applications that run on Android are
written in Java.Dalvik translates a Java application program into machine code of the mobile
device and executes it by invoking the operating system.
These can be compiled to ARM native code and installed using the Android native development
kit (SDK). Dalvik VM is not a traditional JVM, but a custom VM designed to run multiple
instances efficiently on a single device.
Every Android application runs its own process with its own instance of the Dalvik virtual
machine.
Kernel
Android kernel has been developed based on a version of Linux kernel. However, it has excluded
the native X Window System and does not support the full set of standard GNU libraries.
Obviously, this makes it difficult to reuse the existing Linux applications or libraries on
Android. Based on the Linux kernel code, Android implements its own device drivers, memory
management, process management and networking functionalities.
Android is multitasking and allows applications to run concurrently. For example, it is
possible to hear music and read or write an email at the same time.
This layer is the one that is commonly used by the cell phone users.
Google initially maintained the kernel code they contributed to in the Linux public distribution.
Since 2010, Google no longer maintains its Android kernel extensions in the Linux public
distribution. Now Google maintains its own code tree.
This has marked the branching of Android from Linux code in the public distribution.
Blackberry operating system
Blackberry Operating System is a proprietary operating system designed for BlackBerry smartphones
produced by Research In Motion Limited (RIM).
Being a proprietary operating system, details of its architecture have not been published. But, at the user
level, the very good email system that it deploys is easily noticed.
It supports instant mailing while maintaining a high level of security through on-device hardware-based
messageencryption.

COMPARATIVE STUDY OF MOBILE OS
It is advantageous to have a variety of applications available to run on an operating system. As
has happened earlier in the computing history, it becomes a losing game for an operating system
vendor, if it relies on itself alone to develop a large number of innovative applications on its
operating system.
In this regard, Android and Symbian being open operating systems, score over the other market
players.
TABLE 5.1 A COMPARISON OF THE FEATURES OF THREE POPULAR MOBILE OPERATING
SYSTEMS

➢

Android provides a flexible UI and is rich in features, being based on the open source Linux.
Windows Phone lacks many features provided by Android, and iOS lacks many features even
when compared to Windows Phone.

➢

For example, it lacks features such as Bluetooth file transfers, file manager, widgets and FM
radio, etc. Besides the above mentioned points, another sore point with the Windows Phone
operating system is that it expects the mobile device hardware manufacturers to make their
devices compliant to the Windows Phone specification to make them uniform.

➢

This is something that the manufacturers of mobile devices do not like as it makes it difficult for
them to provide innovative features to attract new customers. A major reason behind Android‘s
success is that it facilitated competitiveness of hardware makers without good software
capabilities.

➢ The royalty-free Linux-based Android has been adopted by all the major Asian handset makers
such as Samsung, HTC, LG, etc. as well as Motorola and Sony Ericsson.

OPERATING SYSTEMS FOR SENSOR NETWORKS
A sensor node is tiny and needs to operate in an extremely power-constrained environment.
Consequently, it deploys a rudimentary operating system and does not have a kernel mode of
operation. It does not support dynamic memory allocation nor does it support virtual memory.
It also does not use tasks, signals, and exceptions, but uses functional call in its place. A
schematic of the structure of a sensor operating system is shown in Fig.5.5.
Observe that the scheduler invokes the different application components in response to a specific
event.

FIGURE 5.5 SCHEMATIC MODEL OF THE STRUCTURE OF A SENSOR OPERATING
SYSTEM.
The important operating systems that are available for sensor nodes include TinyOS, Contiki OS,
Lite oS, and MANTIS.
MOBILE COMMERCE
Mobile commerce (M-commerce in short) is an important application of mobile computing.
Mobile commerce, in simple words, involves carrying out any activity related to buying and
selling of commodities, services, or information using the mobile hand-held devices.
M-commerce has over the last decade become extremely popular. The popularity of m-commerce
can be traced to the convenience it offers both to the buyers and sellers.
In this context, the difference between E-commerce and M-commerce is that E-commerce is
limited to PC users with an Internet connection, while M-commerce has been adopted by the
mobile phone users
So far, the use of computers and networking in trade related transactions has been limited to
automatic teller machines (ATMs), banking networks, debit and credit card systems, electronic
money and electronic bill payment systems (E-payment).
Applications of M-Commerce
M-commerce applications can be broadly categorized into either B2C or B2B.
Business-to-Consumer (B2C) Applications
Business-to-consumer (B2C) is a form of commerce in which products or services are sold by a
business firm to a consumer. B2C is an important category of mobile commerce applications and
is reported to be nearly half of the total M-commerce market. A few examples of B2C
applicationsare given below:

Advertising:
Using the demographic information collected by the wireless service providers and based on the
current location of a user, a good targeted advertising can be done.The wireless service provider may
also keep track of the history of the purchases made by customers by directing advertisements to
mobile phones. Customers may also solicit specific advertisements.
For example, suppose a consumer in a shop is fascinated by a new electronic product and wishes to
buy it but only after getting more details about it. For this purpose, he can view all the relevant
advertisements for the product by taking the picture of the bar code using hismobile device.
Comparison shopping:
Consumers can use their mobile phones to get a comparative pricing analysis of a product at different
stores and also the prices of the related products.
For example, suppose consumers visiting a shop can use their mobile phones to access a web-based
comparison shopping application.By scanning the bar code on a product, the consumer can see the
price of this product at different shops in the adjacent area.
After seeing how the product is priced at different shops, the consumer may decide to buy from a shop
where it is competitively priced. In a similar manner, consumers can also access productreviews from
consumer organizations or customers.
Information about a product:
Consumers can access additional information about products through their mobile phones.
Assume that a consumer buys some medicine in a pharmacy shop, but cannot read the dosage
instructions on the carton given in German and Spanish languages only.
The consumer can, however, scan the bar code on the pack using the mobile device to read the
dosage instructions in the English language, which he knows.
Mobile Ticketing:
Mobile phones can be used to purchase movie tickets (called m-tickets) using credit cards. After
the payment is received, a unique bar code is sent to the purchaser‘s mobile phone by an SMS.The
purchase can gain entry to the movie hall by showing the bar code downloaded into the mobile
device to a bar code reader at the entrance.
Consider another example. A customer books a train ticket using the mobile phone. An m-ticket
or a text message is sent to the mobile phone. Inside the train, by showing the m-ticket on
hismobile phone to the ticket collector, the traveller occupies the seat.
Loyalty and payment services
In this application, mobile phones can replace the physical loyalty cards.
Having signed up for a supermarket loyalty scheme, a unique bar code is sent to a consumer‘s
mobile phone.
After shopping at the same supermarket, the consumer shows the bar code at the cash counter and
accumulates points based on the total amount spent. Mobile phones can be used to make
payments.

For example, consumers can buy canned drinks from a vending machine by moving their phones
close to an RFID enabled phone reader.
Payment is made through the person‘s mobile phone bill. Consumers pay their bills by simply
scanning the bar code on the bill and using their mobile phones to process payment.
Note: A Radio Frequency Identification (RFID) tag attached to a product, animal, or
person for the purpose of identification and tracking, makes use of radio waves. Some
tags can be read from several metres away and beyond the line of sight of the reader.
Interactive Advertisements:
In an interactive advertisement, customers can scan a bar code in an advertisement for a product
appearing on a TV screen using their mobile phones.By scanning the bar code, the consumer can
order the product by invoking an internet application.
Catalogue shopping:
Mobile phones can be used to place orders for products listed in a catalogue.For example, a consumer
might receive a catalogue by SMS from a catalogue shopping company. This SMS describe the
product on sale and would be accompanied by a unique bar code. By scanning the bar codes,
theconsumer can buy products directly from the catalogue shopping company.
Business – To- Business ( B2B) Applications:
Applications Business-to-business (B2B) is a form of commerce in which products or services are sold
from a company to its dealers.
For example, a company that manufactures TV sets would normally sell it through a dealer network
rather than selling the product directly to the consumers. Here, the manufacturer and the dealers are
said to be the B2B partners.
A few examples of B2B applications of M-commerce aregiven below.
(i)Ordering and delivery confirmation:
In this application, mobile phones can be used by dealers to order products. The orders can be sent
to the supplier in a standard format.
By scanning the bar code on a product by using the camera of a mobile phone and specifying the
quantity required through a simple application, a dealer can automatically re-order goods.
Mobile phones can be used to gather information about the status of consignments during the
transport and delivery process.
By reading the bar code on a packet using a mobile device, a truck driver can confirm in realtime that a consignment has been delivered.
(ii)Stock tracking and control:
Mobile phones can be used to keep track of the stock in a distributed inventory system and send
updates to a central database.

By using a mobile phone to scan bar codes or RFID tags on products, employees can update the
stock in real time. Mobile phones (as opposed to dedicated mobile scanners already used in
warehouses) are the particularly attractive tools where the stock is stored in many locations.
An example of such an application is the stock control of apparel items warehoused in the various
department stores.
(iii)Supply Chain Management:
Information about the supply chain processes can be made available via mobile devices.
By scanning an RFID tag using a mobile phone, it is possible for a manager or anyone in the
supply chain to check information about a product‘s state in the supply chain. This kind of
accurate information can help manage the business efficiently.
(iv)Mobile inventory management:
An interesting new B2B application is that it predicts a ―”rolling inventory” consisting of
multiple trucks carrying large amounts of goods.
Whenever a store needs certain goods, it locates the nearest truck to take delivery of the required
goods. This reduces the amount of inventory and cost for both the producers and the retailers. It
also has the potential to drastically reduce the delivery times and help in just-in-timedelivery of
goods.
STRUCTURE OF MOBILE COMMERCE
In mobile commerce, a content provider implements an application by providing two sets of
programs: client-side and server-side.
The client-side programs run on the microbrowsers installed on the users‘ mobile devices. The
server-side programs, performing database access and computations, reside on the host computer
(servers).
The architecture of a mobile commerce framework is shown in Figure 5.6. Below, we explain the
functionalities of the various layers of the architecture of a mobile commerce framework.

FIGURE 5.6
Mobile devices
Hand-held devices essentially present user interfaces to the mobile users. The users specify their
requests using the appropriate interface programs, which are then transmitted to the mobile
commerce application on the Internet.
The results obtained from the mobile commerce application are displayed in suitable formats.
Features required of a mobile device to enable mobile commerce

To enable mobile commerce to be used widely, a mobile device should provide the
following facilities:
• Good Internet connectivity
• Ability to display rich content such as images
• Have a good quality camera with auto focus
• Screen should be able to properly display the bar codes
• Ability to read the RFID tags
• MMS (Multimedia Message Service), SMS (Short Message Service)
• Ability to interact with the Point-of-Sale (PoS) terminals.
Point-of-Sale (PoS) usually means a checkout counter in a shop or supermarket. More
specifically, the point-of-sale often refers to the hardware and software used for handling
customer purchases at the checkout desks.
An example of a PoS terminal is an electronic cash register. Nowadays, the point-of-sale
systems are used in almost every supermarket and are used in many retail stores too.
Mobile middleware
The main purpose of mobile middleware is to seamlessly and transparently map the Internet
content to mobile phones that may sport a wide variety of operating systems, markup languages,
microbrowsers, and protocols.
Most mobile middleware also handle encrypting and decrypting communication in order to
provide secure transactions.
Networks:
Mobile commerce has become possible mainly because of the availability of wireless networks.
User requests are delivered either to the closest wireless access point (in a wireless local area
network environment) or to a base station (in a cellular network environment).
Wired networks are optional for a mobile commerce system.
However, host computers (servers) are generally connected to wired networks such as the Internet.
So user requests are routed to these servers using transport and/ or securitymechanisms provided
by wired networks.
Host Computers:
Host computers are essentially servers that process and store all the information needed for mobile
commerce applications. Most application programs used in the mobile commerce are hosted on
these.
These applications usually consist of three major components: web servers, database servers, and
application programs and support software.
The web servers help interact with the mobile client. The database servers store data. The
application program is the middleware that implements the business logic of the mobilecommerce
application.

PROS AND CONS OF M-COMMERCE
Advantages of M-COMMERCE:
For the business organization, the benefits of using M-commerce include customer
convenience, cost savings, and new business opportunities.
From the customer‘s perspective, M-commerce provides the flexibility of anytime, anywhere
shopping using just a lightweight device. The customer can save substantial time compared to
visiting several stores for identifying the right product at the lowest price.
Mobile devices can be highly personalized, thereby providing an additional level of
convenience to the customers. For example, a repeat order for some items can be placed at the
touch of a button.
Disadvantages :
The following are the major shortcomings of using M-commerce.
Mobile devices do not generally offer graphics or processing power of a PC. The users are
therefore constrained to use small screen and keyboard and low resolution pictures and videos.
The small screens of mobile devices limit the complexity of applications. For example, the
menu choice, and text typing capability are severely constrained
The underlying network imposes several types of restrictions. For example, the available
bandwidth is severely restricted, and international reach is prohibitively expensive. Therefore,
ubiquity of M-commerce is hard to achieve in practice.

MOBILE PAYMENT SYSTEMS
Mobile payments are a natural evolution of E-payment schemes.
A mobile payment (or M-payment) may be defined as any payment instrument where a
mobile device is used to initiate, authorize and confirm an exchange of financial value in
return for goods and services.
Mobile devices include mobile phones, PDAs, and any other device that connects to a mobile
network for making payments.
A mobile device can also be used for payment of bills (especially utilities and insurance
premiums) with access to account-based payment instruments such as electronic funds transfer,
Internet banking payments, direct debit and electronic bill presentment.
An important issue which influences the establishment of the mobile payment procedure is the
technical infrastructure needed on the customer side. A sophisticated technology may fail if the
customer is not able to handle it with ease.
On the other hand, simple procedures based on simple message exchange via short messaging
services (SMS) may prove more successful.
Thus, at present and possibly in the near future, the important payment solutions will be SMSbased, which can easily be charged to the mobile phone bill of customers. Some other procedures
may integrate two or more solutions.

It is true that M-payments are still in their infancy. Some important problems dogging the Mpayment schemes are those of security, privacy, and guarding against frauds.
The challenges for providing secure transactions are many and range from physical theft of a
mobile device which can be subsequently used for fraudulent payments.
The M-payment solutions are still being developed with standards defined on individual business
segments. The other interesting areas related to M-commerce payment not mentioned in this text
are the issues of standardization and interoperability.
Three popular types of M-payment schemes are currently being used:
(a) Bank account based
(b) Credit card based
(c) Micropayment
In each of these approaches, a third party service provider (bank, credit card company, or telecom
company) makes a payment on the customer‘s behalf.
An important question that needs to be answered is since the third party incurs an overhead in
making the payment, how would it recover the cost.
First, the service provider may require pre-payment from users, leading to some financial gain
through investment of this fund.
A service provider may charge a small amount as service charge, which can decrease with
increasing customer base.
BANK ACCOUNT BASED M-PAYMENT:

In this scheme, the bank account of the customer is linked to his mobile phone number.
When the customer makes an M-payment transaction with a vendor or in a shopping complex,
based on a Bluetooth or wireless LAN connectivity with the vendor, the bank account of the
customer is debited and the value is credited to the vendor‘s account.
EX:mChek— a new payment scheme
mChek is a new payment system that links a debit or credit card, or a bank account, to a
mobile phone, allowing one to make payments from the mobile phone.
Once registered, the user can pay phone bills, transfer talktime to a friend‘s account, book
tickets for flights, movies, pay water bills, electric bills, etc. from the mobile with the
help of simple instructions.
This scheme has a tie-up with Airtel which allows Airtel subscribers to download mChek
application which provides simple graphic interface to use mChek. There are no charges
for downloading as well as using mChek as of now.
Credit card based M-payment
In the credit card based M-payment, the credit card number is linked to the mobile phone number
of the customer.

When the customer makes an M-payment transaction with a merchant, the credit card is charged
and the value is credited to the merchant‘s account. Credit card based solutions have a limitation,
being heavily dependent on the level of penetration of credit cards ina country. Currently, the
penetration level of credit cards is rather low but is expected to grow substantially in the coming
years.
Micro payment:
Micropayment is intended for payment for small purchases such as from vending machines.
The mobile device can communicate with the vending machine directly using a Bluetooth or
wireless LAN connection to negotiate the payment and then the micropayment is carried out.
A customer makes a call to the number of a service provider where the per call charge is equal to
the cost of the vending item.
Thus, the micropayment scheme is implemented through the cooperation of the mobile phone
operator and a third party service provider. This approach has been used for vending from CocaCola machines.
Payment settlement solutions
Payment solutions can be categorized on the basis of the payment settlement methods. The payment
settlement methods can be instant -paid, postpaid, prepaid or some combination of these.
In the prepaid solution, customers buy a smart card in which the amount paid them is stored. When they
pay for goods or services, it is deducted from the stored value. Subscription of services can also be
considered as prepaid type of payment. The prepaid type of solutions allows privacy to users. since at no
point of the process is it required to disclose any personal data.
The instant paid solution is that payment settlement is done as soon as user confirms the payment, as done
in direct debiting systems.
In the post paid solution, customers pay for goods or services later. Payment by credit card
and phone bill is an example of this solution.
Desirable Properties of a Mobile Payment System
It is desirable that a mobile payment system should have the following characteristics:
➢ Easy to use
➢ General purpose
➢ Interoperability
➢ Trust
➢ Cost
➢ Swiftness
➢ Global payments
• Easy to use: The m -payment request must be easy for the customer to use. The client must also be able
to personalize the features.
• General purpose: The m- payment system should be usable irrespective of the type of m -commerce
transaction. That is, it should support payments for customer to customer (C2C), business with a customer

(B2C), as well as businesses to business (B2B) transactions. Further, payments must be possible for both
low value transactions (micro -payments) and high value transactions (macro -payments).
• Interoperability: The m -payment system should be usable across different platforms, networks, and
application. For this, the mobile payment system should be built to international standards and possibly
using open technologies.
• Trust: The m -payment system should be trustworthy. That is, a customer should be reasonably sure
that credit or debit card related information that he is supplying would not be misused. Secondly,
transactions made by customer usually gets stored. The m –payment system should ensure that this
information and other personal information should not be shared with any third party. Third, the system
should be secure against hacking and other forms of security threats.
• Cost: The mobile payment should not impose a high overhead cost, and the overhead cost should be
comparable to that of other traditional payment systems.
• Swiftness: The response time of the m -payment system should be reasonable.
• Global payments: It should be possible to make payments to vendor across the globe using the m payment system.
Mobile Payments Solutions
Types of mobile payment solutions:.
➢ SMS Based
➢ POS based (Physical point of scale)
➢ Barcode Based
➢ NFC (Near Field Communication)
➢ Mobile Wallet
SMS based payment
In this, the customer send a text message for the payment and the payment is added to his phone bill.
POS based payment
In POS based payment, the user uses a handheld device to pay for rendered products at a physical point of -sale or a mobile point -of -sale device and payments to point -of -sale locations, such as stores,
vending machines, etc.
Bar code based payment
Bar code based payment is type where bar code is used to pay the transaction. Immediate after the bar
code is scanned at the trade point -of-sale and respective amount on the purchase is deducted from the
wallet sale balance of the user.
NFC (Near field communication) based payment
NFC based mobile payment requires the user to install certain payment application such as Visa Pay
Wave, Master Card Pay Pass, etc. For paying the transaction amount, user enables the payment app and
the necessary details are transfer to the POS machine through bluetooth.

Mobile wallet
A user may have a number of ATM card or credit card. The mobile wallet helps to keep these under the
umbrella of a single wallet and can make payments whenever necessary. A few examples of mobile
wallet are pay Pal, Google wallet, Paytm, etc.
Process of Mobile Payment
A schematic of the steps through which an m -payment transaction is completed.

The different steps through which an m -payment transaction is completed is numbered on the
communication arrows between various entities taking part in the completion of an m -payment
transaction. We now elaborate these steps:
Step 1: Customer places order for some goods with the trader.
Step 2: The trader securely transfers the order to the selected payment service provider over the Internet.
Step 3: The customer authenticates with the payment service provider.
Step 4: The payment service provider formats the transaction data,appropriately and securely routes the
transaction authorization,request through its payment gateway to the selected customerbank. The bank
either accepts or declines the payment request.
Step 5: The merchant is informed of the payment status.
Step 6: For a successful transaction, the customer's bank transfers therequested amount to the trader's
bank account.
SECURITY ISSUES
M-commerce is anticipated to introduce new security and privacy risks beyond those currently
found in E-commerce systems.
Users of mobile devices can be difficult to trace because of roaming of the users. Also, the mobile
devices go on-line and off-line frequently.Thus, attacks would be very difficult to trace.
Another risk unique to the mobile devices is the risk of loss or theft. A mobile device that is
stolen or has fallen into wrong hands can cause frauds that are difficult to track and prevent.
A major problem in this regard is the lack of any satisfactory mechanism to authenticate a
particular user.

PART-A : SHORT ANSWERS

1. State the types of kernel and write its function.
• Monolithic Kernel-the kernel essentially constitutes the entire operating system code, except for the
code for the shell.
• Microkernel-This approach tries to minimize the size of the kernel code.
2. Define IDE.
An integrated development environment (IDE) is a programming environment that has been
packaged as an application program, typically consisting of a code editor, a compiler, a debugger,
and a graphical user interface (GUI) builder. The IDE may be a standalone application or may be
included as part of one or more existing and compatible applications.
3. State the important features of SDK.
• Client program-runs on the developer’s machine
• Daemon programs-runs on the background process
• Server program-runs on the background process.
4. Name the features of Operating System.
• Multitasking
• Scheduling
• Memory Allocation
• File System Interface
• Keypad Interface
• I/O Interface
• Protection and Security
• Multimedia features
5.How is the operating system structured?
•Kernel Layer
•Shell Layer
6. Give the types of Operating System.
•Monolithic Kernel
•Micro kernel
7.Specify the motivation of Monolithic Kernel OS design.
•Kernel contains the entire OS operations except shell code
• OS services can run more securely and efficiently in supervisor mode
8.Mention the examples of Monolithic Kernel OS design.
Windows
Unix
9. List the Advantages of Monolithic Kernel OS design.
Provides good performance
Always runs in supervisor mode
More efficient and secure
10. List the disadvantages of Monolithic Kernel OS design.
Makes kernel, Massive,Non-modular, Hard to tailor, Maintain,Extend,Configure
11.List the advantages of Microkernel OS design.
• Flexible• Modular, Easier to port, easy to extend and implement

12. List the disadvantages of Microkernel OS design,
• Difficult to debug compared to application programs
• Bog in the kernel crashes the system and the debugger
• Non- reliable
13. What is Mobile OS?
• Facilitate third party development of application software
• Allow manufacturers of different brands of mobile devices to build their choice
set of functionalities for the users
14. Give some examples of Mobile OS.(MAY/JUNE2016)
• Windows Mobile
• Palm OS
• Symbian OS
• iOS
• Android
•Blackberry
15. What are the five parts in Android architecture or Android software stack?
• Application Layer
• Application Framework
• Android Runtime
• Native libraries (Middleware)
• Linux kernel
16. What are the Key services provided in Application Framework?
• Activity Manager
• Content Providers
• Resource Manager
• Notifications Manager
• View System
17. List the Native libraries in Android architecture.
WebKit - web browser engine
OpenGL, FreeType - font support
• . SQLite - SQL database
Media - playing and recording audio and video formats
MP3, MPEG-4 ,C runtime library (libc) etc

18.Mention the responsibilities of Linux Kernel.
• Device drivers
• Power management
• Networking Functionalities .
• Memory management
• Device management
• Resource access
19. What is M-Commerce?(MAY/JUNE2016)
• M-Commerce stands for Mobile Commerce
• Buying and selling of goods and services through mobile handheld devices

20. Compare B2C and B2B.

21. Difference between E-Commerce and M-commerce.(NOV/DEC 2016)
E-commerce is limited to PC users with an Internet connection, while M-commerce has been adopted by
the mobile phone users.
22. What is RFID?
Radio Frequency Identification (RFID) tag is attached to a product, an animal, or a person for the
purpose of identification and tracking using radio waves. Some tags can be read from several meters
away and beyond the line of sight of the reader.
23. Define POS.(NOV/DEC 2016)
➢
Point-of-Sale (PoS) usually
(i)
means a checkout counter in a shop or supermarket.
(ii)
often refers to the hardware and software used for handling customer purchases
at the checkout desks.
➢
An example of a PoS terminal is an electronic cash register. Nowadays, the point-of-sale
systems are used in almost every supermarket and are used in many retail stores too.
24. What are the special Constrains and requirements of Mobile OS. (May 2017)
There are special constrains under which the operating system of a mobile device to operate
Limited memory, Limited screen size, Miniature keyboard ,Limited processing power, Limited
battery power, Limited and fluctuating of the wireless medium, Real-time data streaming.
Special Service Requirements: Support for specific communication protocols and for a variety of input
mechanisms, Compliance with open standards, Compliance with open standards.
25. Explain the pros and cons of M- Commerce.(May / June 2017)
Advantages of M-COMMERCE:
• Customer convenience, cost savings, and new business opportunities.
• Provides the flexibility of anytime, anywhere shopping using just a lightweight device.
• To identifying the right product at the lowest price.
• Mobile devices can be highly personalized. For example, a repeat order for some items can be
placed at the touch of a button.
Disadvantages :
Mobile devices do not generally offer graphics or processing power of a PC.
The small screens of mobile devices limit the complexity of applications
The underlying network imposes several types of restrictions.
The ubiquity of M-commerce is hard to achieve in practice.

